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Minutes of the Audit and Risk Management Committee of the Bayswater City Council which took
place in the Committee Room, City of Bayswater Civic Centre, 61 Broun Avenue, Morley on
Monday 7 August 2023.

1 OFFICIAL OPENING

The Presiding Member, Cr Giorgia Johnson, declared the meeting open at 5:06pm.

2 ACKNOWLEDGEMENT OF COUNTRY

In accordance with the City of Bayswater's Reflect Reconciliation Action Plan November
2019- November 2020, the Presiding Member will deliver the Acknowledgement of
Country.

Noongar Lanquage

Ngalla City of Bayswater kaatanginy baalapa Noongar Boodja baaranginy, Wadjuk
moort Noongar moort, boordiar's koora koora, boordiar's ye yay ba boordiar's boordawyn
wah.

Enqglish Lanquaqe Interpretation

We acknowledge the Traditional Custodians of the Land, the Whadjuk people of the
Noongar Nation, and pay our respects to Elders past, present and emerging.

3 ATTENDANCE

Members

Cr Giorgia Johnson Chairperson

Cr Filomena Piffaretti Mayor arrived at 5:36pm

Cr Josh Eveson arrived at 5:25pm

Cr Michelle Sutherland arrived at 5:22pm

Officers

Mr Jeremy Edwards Chief Executive Officer

Ms Kym Leahy Director Corporate Services

Ms Amanda Albrecht Manager Governance and Organisational Planning and Development
Ms Tami Cooper Coordinator Risk Management

Ms Rebecca McKrill Governance Officer

Observers

Mr Duy Vo Director, William Buck

Mr Simon Cohen CIlO and Digital Strategy Specialist, Cohesis

Leave of Absence
Nil.
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3.1 Apologies

Mr Andrew Cox Independent Member
Ms Jillian Brazil Independent Member
Ms Karen D'Cunha Coordinator Governance

At 5:07pm, the Presiding Member, Cr Giorgia Johnson suspended the meeting (for up to 30
minutes) due to lack of a quorum in accordance with s.4.12(a) of the City of Bayswater Standing
Orders Local Law 2021.

At 5:25pm, the Presiding Member, Cr Giorgia Johnson, recommenced the meeting following the
establishment of a quorum.

4 DISCLOSURE OF INTEREST SUMMARY
In accordance with section 5.65 of the Local Government Act 1995:

A member who has an interest in any matter to be discussed at a Council or Committee meeting
that will be attended by the member must disclose the nature of the interest -

(a) in a written notice given to the CEO before the meeting; or
(b) at the meeting immediately before the matter is discussed.

No declarations of interest were made.

5 DELEGATED AUTHORITY BY COUNCIL

The Audit and Risk Management Committee has certain legislated powers and authority as
outlined in the Terms of Reference, however no Delegated Authority has been provided by Council.

This meeting is open to the public.

6 TERMS OF REFERENCE

TERMS OF REFERENCE
Audit and Risk Management Committee

Purpose The purpose of the Committee is to provide independent oversight so that
Council can be satisfied with the performance and effectiveness of the City’s
financial reporting, governance systems, risk management and internal
control practices.

Elected Member Four Elected Members™.
membership *minimum three required under legislation
External Member Up to two external members.

membership

Non-Voting Members The Chief Executive Officer or his/her nominee is to be available together
with the Director Corporate and Strategy or his/her nominee, to attend all
meetings to provide advice and guidance to the Committee. Other Council
officers may attend meetings as and when required. The City shall provide
such administrative support to the Committee as may be required from time
to time.

Powers The Committee does not have executive powers or authority implement
actions in areas over which the Chief Executive Officer has legislative
responsibility and does not have any delegated financial responsibility. The
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Committee does not have any management functions and cannot involve
itself in the management processes or procedures.

In discharging its responsibilities, the Committee will liaise with the Chief
Executive Officer to ensure the effective and efficient management of the
City’s functions and compliance with legislation and, in particular, Part 6
(Financial Management) and Part 7 (Audit) of the Local Government Act 1995
(‘the Act’) as well as Part 16 (Functions of Audit Committee) and Part 17
(CEO to review certain systems and procedures) of the Local Government
(Audit) Regulations 1996 (‘the audit regulations’) and periodic reviews of the
City’s financial management systems under Regulation 5 (2) of the Local
Government (Financial Management) Regulations 1996 (‘the financial
regulations’).

The Committee may request such access to members of management,
employees and all relevant information as it considers necessary to
discharge its duties. This includes being entitled to request access to records,
data, reports and explanatory information as the Committee deems
necessary to discharge its responsibilities for providing independent
oversight.

Roles and Functions

The roles and functions of the Committee are to:

(a) Guide and assist the City in carrying out its functions under Part 7 of
the Act which covers the essential requirements for appointment of
auditors and conducting audits, and in particular, oversee
implementation of any action under section 7.12 of the Act which
covers financial audits, supplementary audits and performance audits
by the Auditor General.

(b)  Guide and assist the City in carrying out its functions under regulation
17 of the audit regulations and, in particular, monitor and advise the
CEO when undertaking a review under regulation 17 (1) of the audit
regulations or regulation 5 (2) of the financial management regulations,
and review reports provided to the Committee by the CEO under
regulation 17 (3) of the audit regulations and refer the results of its
review to Council;

(c) Support the City’s auditors, both external (including the financial and
performance audits conducted by the Office of the Auditor General)
and internal when conducting an audit or carrying out other duties
under the Act and associated regulations;

(d)  Perform any other function conferred on the Committee by these
regulations or another written law.

(e) Inaddition to the above functions, the Committee also has the following
responsibilities:

. To review the scope of the Internal Audit plans and to consider
their effectiveness;

. Support the implementation of a risk management culture.
Consider reports at least annually on the City’s Risk
Management Framework.

(f) May guide and assist the City in carrying out its functions under part 6
of the Act which deals with the annual budgeting process, financial
accounting, and management and reporting of municipal and trust
funds and the requirements for rates setting and land valuation
general.

(9) Review the quarterly performance reports of the Corporate Business
Plan and annual reviews of the Corporate Strategies.

Delegated Authority

Nil.

Meetings:

Committee meetings are to be in accordance with the City of Bayswater
Standing Orders Local Law 2021.

Meeting Frequency:

The Committee shall meet at least quarterly**.
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**minimum annually under legislation

Meeting Date and Time:

Quarterly or as required.

Location

City of Bayswater Civic Centre

Liaison Officer

Director Corporate and Strategy or nominated officer.

7 CONFIRMATION OF MINUTES

COMMITTEE RESOLUTION

(OFFICER'S RECOMMENDATION)

The Minutes of the Audit and Risk Management Committee held on 8 May 2023 which have
been distributed, be confirmed as a true and correct record.

Cr Josh Eveson Moved, Cr Michelle Sutherland Seconded

CARRIED UNANIMOUSLY: 3/0

For: Cr Josh Eveson, Cr Giorgia Johnson and Cr Michelle Sutherland.

Against: Nil.
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8 REPORTS
8.1 Project Eden Update
Responsible Branch: Digital Solutions and Services
Responsible Directorate: | Corporate Services
Authority/Discretion: Information Purposes
Voting Requirement: Simple Majority
Attachments: 1. PROJECT EDEN Tech One Migration ARC Briefing
August 2023 [8.1.1 - 19 pages]
Refer: OCM 26.07.2022 Item 14.1.1
SUMMARY

This report provides the Audit and Risk Committee with an update of Project EDEN, the upgrade
of the City’s Enterprise Resource Planning (ERP) software.

COMMITTEE RECOMMENDATION TO COUNCIL
(OFFICER'S RECOMMENDATION)

That Council notes the Project EDEN update as contained in Attachment 1.

Cr Michelle Sutherland Moved, Cr Josh Eveson Seconded
CARRIED UNANIMOUSLY: 3/0

For: Cr Josh Eveson, Cr Giorgia Johnson and Cr Michelle Sutherland.
Against: Nil.

At 5:36pm Mr Simon Cohen CIO and Digital Strategy Specialist, Cohesis withdrew from the
meeting and did not return.

At 5:36pm Cr Filomena Piffaretti, Mayor, arrived at the meeting.

BACKGROUND

The City’s Executive Leadership Team (ELT) endorsed the Digital Strategy 2021-2031 in January
2022. One of the key themes of the strategy is systems harmonisation.

The City’s ERP solution is rapidly approaching end of life with no new features from October 2023
and support for the on-premise hosted solution ceasing in October 2024.

At the Ordinary Council Meeting on 26 July 2022, Council authorised the Chief Executive Officer
to continue its partnership with Technology One and on-board to the Software as a Service platform
for the period 30 June 2022 to 30 June 2027.

A Council Briefing session was held on 30 May 2023 providing a detailed overview of the current
status of the project and options to meet the funding requirements for FY23.

Following the commencement of the project, a project name of ‘Project EDEN’ was selected. As
this is a significant project, having a project name allows the project to be easily referenced by staff
and gives it a profile.

EXTERNAL CONSULTATION

Mr Cohen, founder of Cohesis, has been engaged as the Project Director and has been working
with the Director Corporate Services, Digital Solutions Architect, Manager Digital Solutions and
Systems and key staff to initialise the project, develop budget requirements and create the initial
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briefing materials — including the attachment to this report. Mr Cohen will attend the Audit and Risk
Management Committee to discuss the project.

OFFICER'S COMMENTS

The latest Project Eden Status Report can be found in attachment 1.

LEGISLATIVE COMPLIANCE
Nil.

RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment Outcome

Strategic Direction Moderate Low

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and Safety | Low Low

Conclusion Please refer to Attachment 1 for detailed assessment of Project Eden’s Risks
and Issues. Currently all are being managed and as such result in Low
Assessment Outcomes in the above table.

FINANCIAL IMPLICATIONS

Allocated funds for FY23/24 for Project Eden which includes the carry forward of funds from
FY22/23 are $1,658,601. Please refer to Attachment 1 for a more detailed cost breakdown.

STRATEGIC IMPLICATIONS

Theme: Leadership and Governance
Goal L4: Communicate in a clear and transparent way.

Provide the community with useful information about Council's policies, services
and events and advise the community of engagement outcomes.

CONCLUSION

Project Eden is still in the early stages. A project status update is provided in Attachment 1.
Further updates will be provided to the Audit and Risk Management Committee.
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City of
Bayswater

Project Eden - ARC Briefing
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1. Program Status Overview City of

Bayswater

Project Health Indicators

Open items Finance Status Delivery Status

Issues Risks Actions Decisions

Summary
* Project was under budget for FY 22/23.

* Funding requirements for FY23/24 have been revised in accordance with Council Briefing request.
* Currently on track to meet End March timeline for Lift and Shift (the move from on-premise to cloud)

* Currently working through known open Issues (10) and Risks (13) which have been raised through the
Eden Board and appropriate measures are being taken.

* We are also working through 3 Key Decisions.

Page 12



Audit And Risk Management Committee Minutes 7 August 2023 Attachment 8.1.1

1. Program Status Overview City of

Bayswater

Headline Activities

% The City have resolved a technical contractual dispute with Technology One which clears a pathway to the City
signing off the SaaS (Software as a Service) Transition Plan.

s This is a document that triggers Technology One to deliver a test environment to the City.

s This will be a copy of the City’s On-Premise Environment but hosted in the cloud.

s We will then need to recreate, reconfigure or change key integrations to work in this environment.

% We also need to arrange for all teams to perform initial testing and then UAT (User Acceptance Testing) on this
environment.

s Training workshops are being scheduled to provide nominated staff with the information required to build
appropriately detailed test plans.

*» Itis anticipated that these training sessions will commence and be completed in August.

s Key focus is on resourcing and recruitment which is a key risk to project timelines.
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2. High Level Timeline - Key Target Dates

7 August 2023 Attachment 8.1.1

City of
Bayswater

Receive Environment from
Technology One

Complete Integrations to SaaS
environment

Internal Testing

Completion of Test Plans

Initial Integration Testing

UAT

Deployment

Awaiting Saa$ Transition Plan sign-off

Environment

Testing training for key users / SMEs

Test Plan Creation Training

Completion of Test Plans

Integration Testing

Fixes

UAT

Data will be from January 2023 — may need a further re-
fresh.

SSIS — Banking Exports

SSIS — Pool Registrations
Animal Renewal Rollback
Journal Rollback

Experian QAS validation
Phoenix Financial Transactions
Crystal Reports

Introductory Workshops being arranged to provide
nominated testers with testing guidance

Resource Backfilling
Test Plan Management
Test Resourcing and Planning

Available Test and Backfilling Resources
Available Business Systems Analysts
Available Technical Support

Final UAT Testing
User Training
Comms

Latest data cutover
Support

Page 15

31 July 2023

30 September 2023

30 August 2023

29 September 2023

15 October —
15 December 2023

20 January — 20
March 2024

21— 26 March 21 —
2023



Audit And Risk Management Committee Minutes 7 August 2023 Attachment 8.1.1

City of

2. Technology One - COB Ecosystem Overview & High-Level Approach Bayswater

TechOne Solutions Non-TechOne Solutions

CORE ENTERPRISE SUITE

n | Fleet & Plant | n | Payroll | | Human Resources

Tenderlink Experian

LIDAR
| Online Mapping Services | | Spatial DB | | SSIS Entities Tree Canopy

'. Further Analysis . ERP migration potential

I
|
|
I
|
|
|
|
I
I
I
|
i
* Accounts Receivable, X "
. ) . ) * Investments, Leases, ! Open Windows T
n | Supply Chain | E | Corp Performance Planning | | Financial Management I—b + Purchase Cards & !
+  Account Payable \
n | Fixed Assets | n | Safety | n | Enterprise Budgeting | : Pinforce Red Office
I
|
ENTERPRISE CASH RECEIPTING (ECR) | DocAssembler
|
| Cash Receipting | | Online Payments | | End of Day Rec | |
|
_______________________________________________________________ | Objective Trapeze Ezescan
ENTERPRISE CONTENT MANAGEMENT {ECM) |
I
. . . . |
| Document Registration | | Retention Disposal | | Search | ! Blue Beam Big Red Sky
I
| Classification | | NAR | |
|
————————————————————————————————————————————————————————————— | Integrity Phoenix
PROPERTY & RATING |
|
| Fees & Charges | | Rates / Modelling | | Valuations | \ Event Bookings Spreadsheet
I Registers
|
P tland || Pensioner Rebat: | | E-Services | i
| roperty * Lan ensioner epates Landgate Integration | ,
———————————————————————————————————————————————————— SPROC -> Change Status | Office 365 Operating Assets
I
I
I
I
|
|
i
I

Unsure O Asls

® ca @ c @ onpremise
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City of
3. Estimated Costs — Latest Estimates Bayyswater
Excludes 10% Buffer Life to Date Yr2 Yr3 Yra

Implementation Area toJun 2023 Jul 2023 -Jun 2024  Jul 2024 - Jun 2025  Jul 2025 - Jun 2026 Totals

Core Team 161,794 477,184 626,833 79,921 1,345,732

CES 173,880 323,470 - 497,349

Property & Rating - 72,708 197,514 22,759 292,980

ECM - 25,045 66,016 - 91,061

Mandatory Licence Costs 365,605 487,016 506,497 526,757 1,885,875

Other External Costs - 8,820 132,300 - 141,120

Additional Potential Costs 405,000 480,000 60,000 945,000

Actual / Forecast 527,339 1,649,653 2,332,628 689,437

EDEN - Revise Cost Forecasts

2,500,000

2,000,000
1,500,000

1,000,000

o - -
- —

toJun 2023 Jul 2023 - Jun 2024 Jul 2024 - Jun 2025 Jul 2025 - Jun 2026

B Core Team CES Property & Rating ECM M Mandatory Licence Costs M Other External Costs M Additional Potential Costs
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City of
Bayswater

3. Estimated Costs — Commentary

» FY23/24 Budget totals $1,658,601 -> $1.286m Authorised budget plus C/F capital spend of $372,601
* Enterprise Asset Management costs now included in scope. Prior forecasts had excluded EAM costs.

* Budget now includes likely additional licence costs included for integration tools (e.g. Boomi, DXP, Intelligent AP
Automation)

» High-cost estimates for backfilling people required to assist in implementation activities (e.g. testing). This will
be actively managed to reduce costs where possible.

« Estimated costs have increased by ~$100k but still within Pre-set Contingency limits.

« Significant chance of cost estimates fluctuating (up and down) as we are negotiating:
* Resourcing shortages
* High demand for skilled people (elevating salary demands)
* Technology roadmap development
* Enterprise Asset Management Procurement.
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4. Strategic Risks & Issues
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City of
Bayswater

4. Risks & Issues - |dentification

A significant amount of preparatory work has been performed over the past 6-9 months providing significant insight
into some of the Risks and Issues that need to be resolved to support a successful migration.

Risks will be following the following naming convention: EDEN-Rnnn
 EDEN-Risk nnn
 Where nnn is the ID number.

Issues will be following the following naming convention: EDEN-Innn

e EDEN-Issue nnn
e  Where nnn is the ID number.
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Program Area n

Scoping &
Requirement
Gathering

Costs & Budgets

Communications

Risk ID n Risk Descriptiorn Details

EDEN-R0O001

EDEN-RO002

EDEN-R0005

Lack of scope

clarity

Contractual clarity
/ potential for
total cost
escalation

Lack of internal
alignment

There are many moving parts
to the target solution (e.g.
GIS) which have knock-on
effects to downstream
systems and processes

Understanding is that the
migration is like-for-like
migration but as the on-prem
solution is being readied for
various integrations itis
unclear at what point and
how much additional Tech
One consulting & licences
will be required.

Concerned that branches
would (pro-) actively support
the implemntation by
allocating resources and
helpingt to meet pre-
requisite tasks.

Also concern that branches
would continue to try and
implement non-core
solutions without
considering the impact on
the overall strategy.

1-Nov

1-Nov

1-Nov

High

High

Medium

High

High

High

nDate Raised n Probahiln Impacn FrequerﬂM

Medium

Medium

Medium

Page 22

tion Actions

Early Engagement with

Technology One. RegualrPM  In
meetings and engagement Progress
between SC and PJ

Ongoing

Early Engagement with Tech
One to determine what is Out
of Scope.

Onzoi
Progress neoing

Project Board & ELT Updates.

Updates released viacomms  In

and Engagement and direct Progress
engagement from SC to

Managers

Ongoing

7 August 2023 Attachment 8.1.1

f
Bayswater

Project
Director /
Digital
Solutions
Architect /
Director
Corporate
Services

18-Jul Done

Project

Director &

Digital 18-Jul
Solutions

Architect

Project
Director

18-Jul
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Bayswater

4. Risks - continued

The ELT have been made

Communication with ELT has

aware of the projected costs Iready h d. Fundi Project
alrea appened. Fundin
Risk that the and these have been ) v th' toth LTFPg d Director /
incorporated int othe an
Costs & Budgets EDEN-RO007 Council do not incorporated into the Long High High Medium ) p ) L en 30/06/2023 Director 13-Jul
) . . _ this Risk will be highlighted to
approve funding  Term Financial Plan but this ) - ) Corporate
. the Audit & Risk Committee .
still needs to be fromally Services
(Feb 2023)
approved.
Concern as to whether Weekly meetings scheduled
S— 5 EEE Tech One - Technology One be able to oFeh oFeh 0 with Tech One PM - although 5 - e B ]
echnolo ne -RO008 i i ow en ngoin, roject Directo u
ey Contract Risk provide appropriate e e in the lift and shift phase most Boing !
resourcing when needed of the actions are on us.
Tech One will provide
. o PowerUser Training for the .
Concern that insufficient - pem . Project
o ) . lift and shift", have advised )
Lack of training will be provided to ) Director &
Change ) ) . ) ) ) users test business processes. ) o
EDEN-R0O00S  consideration for  users and that there will be High High High o _ Open Ongoing Digital 18-Jul
Management o Training can be recorded. This -
Internal Training  poor attendance of the L . Solutions
3 ) training will need to be )
sessions that are provided. Architect

Page 23
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4. Risks - continued

Program Area n

Change
Management

Costs & Budgets

Testing

Testing

Risk ID n Risk Descriptiorn Details

EDEN-R0O010

EDEN-R0O011

EDEN-R0012

EDEN-RO013

Poor rates of
adoption of the
technology
(Change
Management)

Probability of Cost
/ Time Overruns

Testing Training
timeline

Testing Quality

Low levels of existing IT
Capability along with the
significant amount of system
and process change means a
strong Change Management
Program is required

Concern that existing

estimates may be inaccurate.

Concern that Teams will not
be able to meet the training
timelines

Concern that users will not
test to the required level of
Quality

7-Mar High

24-May Medium

30-Jun High

30-Jun High

High High

High Medium

High Medium
Medium High
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n Date Raised n Probahiln Impacn Frequerﬂ Mitigation Actions

SC to continue to work with
Shonie to drive engagement

Continual management and
review of required project
resources.

Simon engaging with
Managers

Training sessions to be

arranged for nominated
testers. Managers to be
engaged

Open

Open

Open

Open

Ongoing

Ongoing

30/09/2023
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Project
Director /
Senior
Community
Engagement
Advisor

Project
Director

Project

Director

Project
Director

f
Bayswater

Date Last
) Column1
Ml Reviewed n M

18-Jul

18-Jul

18-Jul

18-Jul
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Program Area

Strategy

Strategy

3rd Party
Vendor (Non
Tech One)

3rd Party
Vendor (Non
Tech One)

Internal
Resourcing

Issue ID

EDEN-10002

EDEN-10003

EDEN-10004

EDEN-I0005

EDEN-1009

Issue

City has fragmented views on
application requirements.

Desire to incorporate move to
Tech One e-invoicing likely to
be considered additional
scope.

Banking Migration — Chart of
accounts — new bank control
account maybe required.

Onboard merchant account
with integrations to Tech One
(Australia Post Securepay,
CBA Bpoint, WestPac, Nab
Transact, PayPal classic)

Allocation of Internal Test
Resources

Description

Culture is for branches to often
source their own non-core software
or to not engage with IS thus
preventing alignment on the wider
picture.

Needs to be considered as part of
wider EA landscape

Needs further investigation. It is also
related to eServices module which is
ideally required to be in place before
we "lift" to the cloud.

Needs further investigation. It is also
related to eServices module which is
ideally required to be in place before
we "lift" to the cloud.

Significant internal resources
required across all branches to test
the new enviornment

Date Raised

Impact

1Dec  HIGH
1-Dec  HIGH
1-Dec  HIGH
1-Dec  MEDIUM

12-May HIGH

Mitigation Actions

ELT to adopt Cloud Strategy Framework -
currently in review with DCS

Determine whether e-invoicing is included
within the scope of the contract and if not
determine likely cost / contractual options

Determine Banking migration timeline and
schedule COA work as needed. Where possible
plan ahead.

Tech One have provided details of compatible
merchant integrations. Task for Finance / IS to
determine optimal finance (cost and
transaction clearing efficiency) and technical
solution.

Comms prepared to be sent to Managers, along
with questionnaire to determine resource gap.
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Owner(s)

PROJECT BOARD

PROJECT BOARD

LAgidn Juiauuns
Arhcitect /
Manager
Financial

Digital Solutions
Arhcitect /
Manager
Financial
Services

Issue Status

Project Director

In Progress
In Progress
This in progress with
In Progress
Stuart and Richard e
This in progress with
InP
Stuart and Richard g
Need to understand the
level to which internal
resources can be freed
up for testing and how  In Progress

many additional people
will be required to
backfil.
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Target
Resolution
Date

Date
resolved

30/08/2023

30/09/2023

30/08/2023

TBC

25/05/2023
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f
Bayswater

4. Issues - continued

Target
Dat:
Program Area Issue ID Issue Description Date Raised Impact itigati i Owner(s) Issue Status Resolution Ste
resolved
Date
I'his is in progress but
Interna.l EDEN-I010  Richard's Availability Richard trying to hand-off BAU tasks 24-May HIGH Ricl'ja.rd to prepare handover notes and onboard Digit.al Solutions slow du.e to gemera.l I s 30/07/2023
Resourcing so that he can focus on EDEN. additional staff to cover Architect resourcing constraints
within the business unit
S Significant internal delay in getting
Maki Digital Soluti Just ds to b
i ) EDEN-I011 SaaS Transition Plan Sign-off the STP signed off. Have escalated to 10-Jul HIGH Richard needs to review and sign 4 .a olutions st needs fo be In Progress 18/07/2023
Requests for i Architect completed
) Program Board and RVD directly.
Information
Difficulty in attracting
iatel lified Ci ting wth other LG's f
Int | appropria Etytiua ItI_E ted :ﬁ c:;mpe ng v CU ert s crl Increase pay band and add Critical Skills M Peool
nterna resources at the estimate skilled resources. Current pay scale anager People
. EDEN-1012 pay 18-Jul HIGH Allowance. Change Job adverts to state & pie. In Progress 31/08/2023
Resourcing pay bands - due to market assessment too low to attract . . . Culture & Safety
e . . Negotiable
conditions and incorrectly required talent

assessed pay bands
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5. Questions
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8.2 Internal Audit - Regulation 17 Review
Responsible Branch: Governance and Organisational Planning and Development
Responsible Directorate: | Office of the CEO
Authority/Discretion: Executive/Strategic
Voting Requirement: Simple Majority
Attachments: 1. CONFIDENTIAL REDACTED - Regulation 17 Review
[8.2.1 - 31 pages]

Confidential Attachment(s) in accordance with Section 5.23(2) of the Local Government Act
1995 (WA):
REASON FOR CONFIDENTIALITY

() a matter that if disclosed, could be reasonably expected to —

(ii) endanger the security of the local government’s property;

SUMMARY
As part of the 2022/23 Audit Program, the Regulation 17 Review was completed.

In a report prepared by the City’s internal auditors, six audit observations were identified and nine
recommendations made.

Management responses and anticipated timeframes for corrective action against the nine
recommendations have been provided and are presented to Council for consideration and
approval.

COMMITTEE RECOMMENDATION TO COUNCIL
(OFFICER'S RECOMMENDATION)
That Council:

1. Endorses the Regulation 17 Review report, including management agreed actions as
presented in the Confidential Attachment 1.

2. Notes that agreed actions are entered into the City’s Audit Log Register for progress
reporting.
Cr Filomena Piffaretti, Mayor Moved, Cr Michelle Sutherland Seconded
CARRIED UNANIMOUSLY: 4/0

Cr Filomena Piffaretti, Mayor, Cr Josh Eveson, Cr Giorgia Johnson and
Cr Michelle Sutherland.

Against: Nil.

For:

At 5:56pm Mr Duy Vo Director, William Buck withdrew from the meeting and did not return.

BACKGROUND

Under the Local Government (Audit) Regulations 1996, a review conducted under Regulation 17
is required not less than once every 3 financial years.

This review requires the Chief Executive Officer (CEO) to review the appropriateness and
effectiveness of the local government's systems and procedures regarding risk management,
internal control and legislative compliance. The CEO is required to present the findings of this
review to the Audit and Risk Management Committee (ARMC), and to the Council.
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The Department of Local Government, Sport and Cultural Industries (DLGSC) Operational
Guidelines — The appointment, function and responsibilities of audit committees (Guidelines)
Appendix 3 - provides guidance on issues that should be considered for inclusion in the CEQO's
review of risk management, internal control and legislative.

The Regulation 17 review was last performed in 2020, 16 findings required management action,
the final outstanding agreed action was implemented quarter 4 2022/23.

EXTERNAL CONSULTATION

The Regulation 17 Review is performed in consultation with the City’s outsourced internal auditors
William Buck.

OFFICER'S COMMENTS

As part of the 2022/23 Internal Audit Program, endorsed by the ARMC, the City’s internal auditors,
William Buck were engaged to perform the Regulation 17 Review on behalf of the CEO. The audit
focused on the current controls in place to ensure the City achieves the following business
objectives:

e The City has appropriate internal policies, procedures and processes in place to regularly
assess the appropriateness, effectiveness and efficiency of internal controls.

¢ Arisk management framework is in place and being used which is supported by appropriate
policies, procedures, processes and systems ensuring that the strategic, corporate and
operational risks are timely identified, systematically evaluated, treated, regularly reviewed
and reported.

o Appropriate processes are implemented within the City to ensure that legislative
compliance requirements are timely identified and roles and responsibilities for managing
compliance are clearly defined and communicated.

e Processes to ensure compliance with internal control, risk management and legislative
compliance.

¢ Reporting structures to ensure instances of potential and actual non-compliance with
legislation are escalated to management, the Audit and Risk Management Committee and
Council.

e Management solutions identified in the previous Internal Audit Report Regulation 17 have
been implemented.

In their report ‘Regulation 17 Review’ (Attachment 1) William Buck’s internal auditors rated the
City’s overall control effectiveness as ‘Improvement Required’. However, noted:

“The City has commenced reforming its governance framework in the areas of risk management,
compliance and internal controls. Whilst the review identified areas of improvements, we observed
the City has made a commitment to transform governance with the objective of improving
transparency and corporate culture”.

Six audit findings and nine recommendations were presented. A summary of the observations
requiring management consideration and the associated risk rating are as follows:

# | Key Finding Risk Rating
Policy Review Low
Recommendations from Internal Audit Reports
Risk Register

Business Continuity Plan

Compliance Audit Return Non-Compliances

QB (WIN|—~
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| 6 | Monitoring Legislative Compliance | Low

Management considered the auditor’s report and note that of the nine recommendations, six relate
to findings previously identified, with actions currently recorded and reported against in the Audit
Register, these findings have been updated as — works in progress, no further action.

For the remaining three findings, management have documented the agreed action intended to
address the audit findings.

LEGISLATIVE COMPLIANCE

Local Government (Audit) Regulations 1996

RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment Outcome

Strategic Direction Moderate Low

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and Safety | Low Low

Conclusion The Regulation 17 Review was completed as per the 2022/23 Annual Audit
Program several recommendations are included in the auditor's report for
corrective action as necessary. Proposed timeframes for implementation take
into consideration the level of risk to the City and resource capacity.

FINANCIAL IMPLICATIONS
The delivery of this audit was within the budgeted 120 hours, at a total cost of $14,400.00.

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following
applies:
Theme: Leadership and Governance

Goal L4: Communicate in a clear and transparent way.

Provide the community with useful information about Council's policies, services
and events and advise the community of engagement outcomes.

CONCLUSION

Actions in-progress will be entered into the City’s Audit Log Register to monitor progress by
management to implement agreed actions in response to audit recommendations. Status of
implementation will be reported to the Audit and Risk Management Committee on a quarterly
basis.

Actions deemed complete by management follow a close-out process. The City’s Internal Audit
function will follow-up and obtain evidence that audit actions have been implemented by
management before recommending close-out to the Audit and Risk Management Committee.
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8.3 Quarterly Performance Report - Internal Audit Function Q4 2022/23
Responsible Branch: Governance and Organisational Planning and Development
Responsible Directorate: | Office of the CEO
Authority/Discretion: Executive/Strategic
Voting Requirement: Simple Majority
Attachments: 1. Audit Function Dashboard - Quarter 4 [8.3.1 - 3 pages]

2. CONFIDENTIAL REDACTED - Audit Register [8.3.2 -
2 pages]

Confidential Attachment(s) in accordance with Section 5.23(2) of the Local Government Act
1995 (WA):

(f)  a matter that if disclosed, could be reasonably expected to —

(i)  endanger the security of the local government’s property;

SUMMARY

This report provides the Audit and Risk Management Committee (ARMC) an update on the Audit
Function for Quarter 4 (April to June) 2022/23.

COMMITTEE RECOMMENDATION TO COUNCIL

(OFFICER'S RECOMMENDATION)

That Council:

1.  Notes the progress of the 2022/23 Audit Plan.

2.  Notes the status of the Implementation of Audit Actions (Audit Register) as presented
in the Confidential Attachment 2.

Cr Giorgia Johnson Moved, Cr Josh Eveson Seconded
CARRIED UNANIMOUSLY: 4/0

Cr Filomena Piffaretti, Mayor, Cr Josh Eveson, Cr Giorgia Johnson and
Cr Michelle Sutherland.

Against: Nil.

For:

BACKGROUND
The Quarterly Performance Review — Audit Function was last reported for Quarter 3 (January to
April) 2022/23 to the ARMC at their meeting on 8 May 2023.

This report provides the ARMC an update on the 2022/23 Audit Plan and Audit Function —
Implementation of Recommendations for Quarter 4 (April — June) 2022/23.

EXTERNAL CONSULTATION

Nil

OFFICER'S COMMENTS

2022/23 Audit Plan
The ARMC endorsed the IA Plan for 2022/23 at the September 2022 meeting. The IA Plan
identifies three (3) projects for this financial year. The Projects include:

Page 31



Audit And Risk Management Committee Minutes

7 August 2023

e Regulation 17 Review — Audit complete — presented 7 August 23

o Compliance Audit Return - Audit complete — presented 7 March 23

o Customer complaint handling, escalation and resolution — Audit complete — presented 6

December 22

Audit Function — Implementation of Audit Actions (Audit Register - Attachment 2)

Implementation of audit actions from internal and external reports continues to be monitored by
the Executive Leadership Team (ELT) prior to reporting to the ARMC. The ELT report includes all
actions, ARMC includes actions by exception (overdue and complete).

Q4 reporting period opened with 71 actions and closed with 28 actions.

Status No.
Period Open 71
Actions Added 16
Actions Complete 59
Period Close 28

The below table depicts the status of actions by audit.

Audit Name 223::;' zrg\(zg ?5:?5: Open Overdue N%tuﬁet

City Property Leasing - - 2 2 2 0
Corporate Record Keeping i ) 3 , 1
& Performance Reporting
Finance - - 5 2 2 0
Financial Sustainability - - 12 4 4 0
Regulation 17 Review - - 1 0 0 0
'IF"ender Evaluation & i ) 3 4 4 0

rocurement
Payroll Reconciliation - - 1 1 1 0
OAG IS 2020 - - - 1 0 1
OAG Financial 2020 - - 0 0 0
2022/23 Audit Reporting
Swimm.ing Pool 13 12 1 0 0 0
Inspections
Customer Services
Complaints/Compliments 3 0 4 3 . 3
Financial Sustainabilit
2020 y 12 0 6 3 3
OAG IS 2021 17 11 4 2 1 1
OAG Financial 2021 6 2 3 1 1 0
OAG IS 2022 12 0 12 0 0 0
OAG Financial 2022 6 0 5 1 0 1
Total 69 25 59 28 19 9

New Actions

This quarter sixteen (16) new actions have been added to the Audit Register from previously

completed audits as follows:
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¢ OAG Financial Report
o OAG IT Report

Overdue Actions
This quarter the number of overdue actions decreased; this is due to the number of actions closed
by management.

Qtr. 1 Qtr. 2 Qtr. 3 Qtr. 4

Number of overdue 46 51 38 19
actions

Of the 19 actions overdue, seven (7) are not progressing as intended, the Executive Leadership
Team will be working with action owners to address these items. Actions not progressing as
intended are as follows:

Audit Name | Rating Action Days
Ope
n
City Property | High Agreed Action: Develop a property management | 808
Leasing framework which replaces the existing policy to

include the other types of leases identified and
other if necessary. The framework would also
include key terms for each type of lease. The
Framework would expand on the existing policy to
include other types of leases as identified in the
audit.

High Agreed Action: Develop a process for determining | 808
the fair market value (suggested that it be included
in the property management framework) and is to
include the process for new lease valuations and
process for rent review valuations.

Payroll Moderate | Re-opened - Agreed Action: IT and PCS to work | 206
Reconciliatio together to define business requirements for what
n is deemed as an acceptable level of detail to be
reviewed.
Tender High Agreed Action: As part of the management of | 570
Evaluation contracts, the City will consider a set of
and performance requirements for contracts. Contract
Procurement Managers will be required to monitor contracts

against these performance requirements.
Moderate | Agreed Action: Develop Procurement Plan to | 570
assist in the management of the risks associated
with procurement.

High Agreed Action: A management guideline will be | 570
developed to ensure that there is a consistent
approach to this process.

High Agreed Action: Continue to develop the process | 570
for ensuring that contractors meet their WHS
obligations.

Complete Actions
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59 actions were completed by management this quarter. As part of the annual Audit Log process,
evidence of the completed action will be reviewed by the auditors.

Qtr. 1 Qtr. 2 Qtr. 3 Qtr. 4

Number of complete 20 7 25 59
actions

LEGISLATIVE COMPLIANCE
Nil
RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment Outcome

Strategic Direction Moderate Low

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and Safety | Low Low

Conclusion Receiving updates on the Implementation of Recommendations reduces the
City’s risk exposure by providing Council with up-to-date information about the
City’s progress against agreed actions.

FINANCIAL IMPLICATIONS

Nil

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following
applies:

Theme: Leadership and Governance

Goal L4: Communicate in a clear and transparent way.

Provide the community with useful information about Council's policies, services
and events and advise the community of engagement outcomes.

CONCLUSION

Actions arising from the City’s internal and external audits are recorded and monitored within the
City’s Implementation of Recommendations Audit Register. Progress on the implementation of
actions is reported on a quarterly basis to the ARMC.
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Audit Function Dashboard — All Actions — Quarter 4

Status of Actions Qtr. 4 (s7) Open Actions by Risk Rating (2s)

Status of Actions by Quarter

100
76 81 81 84 84
@ 80 71 71
2 59
< 60
=
o
[
: 40 32, . 28
e 20 10 5 12 16
0 |

Quarter 1 Quarter 2 Quarter 3 Quarter 4

B Carried Forward B New M Request to Close Period End (Open)

Q4 opened with 71 actions, 16 new actions added, 59 actions closed.

Closing the period with 28 open actions.

Open Actions by Type (s)

= Budget

= Integrated Planning &
Performance
ICT
Asset Management

= Financial Planning

= Policy/Process

= Training

16

9 14
Not Yet Due (not .
reported) 2
19 Overdue (reported) g 3
3
T 8 2
Complete (reported) K]
58 : I
3 6
4
6
2
87 actions managed during Q4 reporting. Management closed 59 actions 0

Progressing

this quarter, leaving 28 actions open, open actions made up of Overdue
and Not Yet Due actions. 19 actions are Overdue and 9 actions Not Yet
Due.

NotRated M Extreme

On Hold/Not Progressing
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2

Off-Track

HHigh ®Moderate ®Llow

Open Action Status by Branch (zs)

: -
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: -
2 4 4
1 2 2
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o
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Services

Business
Services
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Development OPD
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Audit Function Dashboard — Not Yet Due — Quarter 4

Status of Actions Not Yet Due (9)

9
3.5
3
w 2.5 1
19 Not Yet Due (not reported) 5
2 2
Overdue (reported) =
® 15
Complete (reported) £
= 1 2 2 2
59 0.5 1 1
o
Mot Rated Extreme High Moderate Low
Progressing m On Hold/MNot Progressing m Off-Track

There are 9 actions Not Yet Due at the end of Q4 reporting. As depicted in the Not Yet Due Actions by Branch )
graphs, most actions are progressing as intended.

il
n

4
35
5 °
S
< 2.5
S
3?2 4
£
215 1
1 2
0.5 1 1
0
Community Development Financial Governance & OPD Information
Services Services
Progressing On Hold/Not Progressing B Off-Track
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Audit Function Dashboard — Exception — Quarter 4

There are 19 actions overdue at the end of Q4 reporting. Overdue Actions (days) by Branch o)

59 actions have been marked as complete this quarter. Details
on actions by exception (overdue and complete) is provided in

Information
Attachment 1 — Implementation of Recommendations. Services

People, Culture & Safety 1 1

Governance & OPD 2
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9 . 2
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8.4 Appointment of ARMC External Persons

Responsible Branch: Governance and Organisational Planning and Development

Responsible Directorate: | Office of the CEO

Authority/Discretion: Executive/Strategic

Voting Requirement: Simple Majority

Attachment 1.  CONFIDENTIAL REDACTED - EOI Mr Cox [8.4.1 - 7
pages]

2. CONFIDENTIAL REDACTED - EOI Ms Brazil [8.4.2 - 6

pages]

Confidential Attachment(s) in accordance with Section 5.23(2) of the Local Government Act
1995 (WA):

(e) a matter that if disclosed, would reveal -

(iii)  information about the business, professional, commercial or financial affairs of a
person,

SUMMARY

The Audit and Risk Management Committee’s (ARMC) Terms of Reference sets out the committee
membership.

Currently, the ARMC has two external members appointed to the committee. The appointment
period for both members was for a two-year term, continuing until the next ordinary elections day
(21 October 2023).

ADDITIONAL INFORMATION (issued as an addendum on 4 August 2023)

Since the drafting of this report, Ms Jillian Brazil has resigned from her role as external member
on the ARMC, effective immediately. We wish Ms Brazil all the very best and thank her for efforts
during her time.

Previously Ms Brazil had requested a one-year term, and to ensure an orderly rotation it was
recommended Mr Cox be offered an additional two-year term. As Ms Brazil has resigned, and to
ensure the City maintains continuity, it is recommended Mr Cox be offered a one-year term and
expressions of interest are called for one suitably qualified and experienced external member to
the Committee for a two-year term. It is recommended that the two-year position be advertised as
a one-year term may restrict the number of applications due to the short timeframe.

RECOMMENDATION IMPLICATIONS
In light of the above the officer's recommendation has been updated as follows:

OFFICER'S RECOMMENDATION
That Council:
1.  Staggers the terms for external members on the Audit and Risk Management Committee

(ARMC), to ensure an orderly rotation and continuity of membership despite changes to
Council's elected representatives.

2.  Offers the current external member of the ARMC, Mr Andrew Cox a further one-year term
reflecting the staggered approach.

3.  Authorises the Chief Executive Officer to seek Expression of Interests to appoint one
suitably qualified and experienced external member to the Committee for a two-year term.
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4.  Notes that the Council will still have to confirm the appointment of external members to the
Audit and Risk Management Committee following each election, regardless of the term
offered.

5.  Notes the resignation from Ms Jillian Brazil, and requests the CEO to write to Ms Brazil
thanking her for her service.

MOTION
That the officer recommendation be adopted subject to the following amendments:
i. That limb 2 be deleted, and the remaining limbs 3, 4 and 5 be renumbered to limbs
2, 3 and 4 respectively; and
ii. That the new limb 2 be amended to seek expressions of interest to appoint two

suitability qualified and experienced external members to the Committee for a one-
year term and a two-year term.

Cr Filomena Piffaretti, Mayor Moved, Cr Josh Eveson Seconded

COMMITTEE RECOMMENDATION TO COUNCIL
That Council:

1. Staggers the terms for external members on the Audit and Risk Management
Committee (ARMC), to ensure an orderly rotation and continuity of membership
despite changes to Council's elected representatives.

2. Authorises the Chief Executive Officer to seek Expressions of Interest to appoint two
suitably qualified and experienced external members to the Committee for a one-
year term and two-year term.

3. Notes that the Council will still have to confirm the appointment of external members
to the Audit and Risk Management Committee following each election, regardless of
the term offered.

4. Notes the resignation from Ms Jillian Brazil, and requests the CEO to write to Ms
Brazil thanking her for her service.
Cr Filomena Piffaretti, Mayor Moved, Cr Josh Eveson Seconded
CARRIED UNANIMOUSLY: 4/0

For: Cr Filomena Piffaretti, Mayor, Cr Josh Eveson, Cr Giorgia Johnson and
Cr Michelle Sutherland.

Against: Nil.

REASON FOR CHANGE

The Committee considered it to be prudent to go out for an expression of interest for both
positions at the same time, given that their terms would be ending as at 21 October 2023.
BACKGROUND

The Local Government Act 1995 (the Act) requires that all local governments establish an audit
committee. The City’s Audit and Risk Management Committee meets the requirements of the the
Act, in which it plays a key role in assisting a local government to fulfil its governance and oversight
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responsibilities in relation to financial reporting, internal control structure, risk management
systems, legislative compliance, ethical accountability and the internal and external audit functions.

The Act requires that an audit committee is to consist of a minimum of 3 elected members. In
addition to elected members, a local government may appoint one or more persons who are
external to the Council.

The Department of Local Government, Sport and Cultural Industries (DLGSC) Operational
Guidelines — ‘The appointment, function and responsibilities of audit committees’ (Guidelines)
advises if the local government wishes to appoint one or more persons other than elected members
to the committee, which is recommended, it should ensure that they have the requisite knowledge
and skills to provide benefit to the committee.

It is recommended that the appointment of external persons be made by Council by way of a public
advertisement and be for a maximum term of two years. However, there is no maximum number
of terms an external member may serve.

The ARMC'’s Terms of Reference sets out the committee membership. Currently, the ARMC has
two external members.

In November 2021, an Expression of Interest for two external members was publicly advertised,
and 12 responses were received. At the 25 January 2022 OCM, Council approved the ARMC’s
recommendation and appointed Ms Jillian Brazil and Mr Andrew Cox for a two-year term.

As per section 5.11 of the Act, where a person is appointed as a member of a committee, the
person’s membership of the committee continues until (a) the term of the person’s appointment as
a committee member expires; or (d) the next ordinary elections day.

EXTERNAL CONSULTATION

Advice and information on the timeline for the Local Government Reform changes to be
implemented and the term of membership was sought from the DLGSC.

OFFICER'S COMMENTS

The term of the current external members, Ms Brazil and Mr Cox expires on 21 October 2023 (at
the next ordinary election day in accordance with the Act).

Ms Brazil and Mr Cox attended their first ARMC meeting in February 2022. Since this time both
members have proven they meet the criteria set out for the external member and have contributed
positively to the City's ARMC.

The Guidelines advise the maximum term for external members is two years (due to the
requirement to appoint at each Ordinary election) and recommend seeking expressions of interest
every two years. However, as there is no legislated maximum to the number of terms an external
member can serve, Council has the option to:

a) Offer the current external members an additional term; or

b)  Advertise for expressions of interest (EOI) for suitably qualified and experienced persons to
join the City’'s ARMC as an external member.

The Department’s guidelines recommend that the terms of the appointment of external members
should be arranged to ensure an orderly rotation and continuity of membership despite changes to
Council’s elected representatives. As the Committee has two external members this can be
achieved by staggering the terms of appointment of these two members.
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Council has the option to either offer Ms Brazil and Mr Cox an additional term or advertise for EOI.
Should Council’s decision be to not offer the current external members an additional term and seek
EOI, the appointment of the external members will be made following the ordinary elections in
October 2023.

Considering the above, and the extensive experience, knowledge and positive contribution
Ms Brazil and Mr Cox have provided over their 20-month term it is recommended both members
be offered an additional term. Confidential Attachments 1 and 2 detail the knowledge and skills
that Ms Brazil and Mr Cox bring to the committee.

Ms Brazil has indicated that she will only be available for a further 12-month period.
Mr Cox has indicated that he would be available to fulfil another 2-year term.

In the future, to ensure continuity of at least one external member at all times, Council may consider
staggering external members terms. As external members terms come to an end at the ordinary
election in accordance with the Act, Council may extend (re-appoint) one member at the ordinary
election and seek expressions of interest (EOI) for the other member.

As depicted in the table below (Table 1: Staggered Approach) each election year one member is
considered for re-appointment and one members term expires and the position is refilled through
the EOI process. To be re-appointed Council would be required to consider the members
knowledge, skills and benefit provided to the ARMC over their previous term. After considering
this, Council may decide not to re-appoint and would therefore advertise for EOI.

This would result in two new members being sought through the EOI process, resulting in no
continuity of membership.

Table 1: Staggered Approach

2023* 2024 2025* 2026 2027* 2028 2029*
Member 1 Re- EOI Re- EOI
appoint appoint
for 2 for 2
years years
e R LI P == ==z == = =
Member 2 Re- EOI Re- EOI Re-
appoint appoint appoint
for 1 for 2 for 2
year years years
-_— o == p—) == (= s == o = P >

*election year.

For the 2023 proposed scenario, as Ms Brazil has indicated she is only available for an additional
12-month term, Member 1 would be Mr Cox and Member 2 Ms Brazil.

RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment Outcome
Strategic Direction Moderate Low
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Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and Safety Low Low

Conclusion The recommendation ensures the City’'s processes support continuity of
membership and that external members have the experience and leadership
skills needed to be trusted independent advisors of the ARMC.

FINANCIAL IMPLICATIONS

Previously, legislation prevented a meeting fee being paid to an external person and only allowed
for the reimbursement of expenses. The City currently provides external members reimbursement
of expenses based on $250.00 per meeting.

The introduction of the Local Government Amendment Bill 2023 has included new provisions to
allow the Salaries and Allowances Tribunal to inquire into and determine the fees and expenses
and reimbursements payable to independent committee members.

No such determination has yet been made. However, the City may need to adjust its payments to
external members following the determination.

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following
applies:

Theme: Leadership and Governance
Goal L4: Communicate in a clear and transparent way.

Provide the community with useful information about Council's policies, services
and events and advise the community of engagement outcomes.

CONCLUSION

A recommendation to stagger the terms and appointment of external members to manage the
continuity of membership despite changes to Council's elected representatives has been provided
to the ARMC.

The ARMC has the option to recommend Council offer Ms Brazil and Mr Cox an additional term or
advertise for Expressions of Interest for suitably qualified and experienced persons to join the City’s
ARMC as an external member.

Based on the extensive experience, knowledge and positive contribution Ms Brazil and Mr Cox
have provided over their 20-month tenure of the ARMC it is recommended both members be
offered an additional term aligning with the staggered approach shown in Table 1.

If agreed to by the Council, both members will be advised that these terms will be dependent on
re-appointment to these positions following the election.
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8.5 Strategic Risk and Risk Appetite
Responsible Branch: Governance and Organisational Planning and Development
Responsible Directorate: | Office of the CEO
Authority/Discretion: Executive/Strategic
Voting Requirement: Simple Majority
Attachments: 1. Strategic Risks [8.5.1 - 1 page]
2. Risk Appetite [8.5.2 - 1 page]
3. 2022/23 JLT Public Sector Risk Report [8.5.3 - 23
pages]

SUMMARY
Following the update and implementation of the Risk Management Framework, the strategic risk
review process was completed.

Through a series of risk workshops facilitated by RiskWest, the draft Strategic Risk Register and
Risk Appetite has been produced.

COMMITTEE RECOMMENDATION TO COUNCIL
(OFFICER'S RECOMMENDATION)

That Council:
1. Notes the Strategic Risks as contained in Attachment 1 to this report; and
2. Endorses the Risk Appetite in accordance with the Risk Management Framework -

proposed as contained in Attachment 2 to this report.

Cr Josh Eveson Moved, Cr Filomena Piffaretti, Mayor Seconded
CARRIED UNANIMOUSLY: 4/0

For- Cr Filomena Piffaretti, Mayor, Cr Josh Eveson, Cr Giorgia Johnson and
: Cr Michelle Sutherland.

Against: Nil.

BACKGROUND

Following the update and implementation of the Risk Management Framework, the strategic risk
review process was completed.

As part of the development of the draft strategic risk register, the risk appetite statements, and
approach were reviewed. The current risk appetite statements were developed in early 2019.

EXTERNAL CONSULTATION
A consultant from RiskWest facilitated the strategic risk process with the Executive Leadership

Team (ELT).

The Chief Executive Officer and Coordinator Risk Management, met with Mr Gary Okely, Head of
JLT Public Sector, Pacific and Mr James Sheridan, CEO LGIS, to discuss the JLT Report and the
survey process.
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OFFICER'S COMMENTS
Strategic Risk

As per the Risk Management Framework (Framework) strategic risks are generally risks that may
affect or are created by the City’s business strategy and/or strategic outcomes, they may require
or force a change to the strategic direction of the organisation.

Strategic risks can threaten or provide increased opportunity through appropriate mitigation
strategies (controls) for the organisation to achieve its strategic outcomes (through operational
outputs/objectives). Strategic risks can be internal or external.

With the Council adopted Framework in place, the strategic risk review process was completed.

Following a series of risk workshops facilitated by RiskWest, the draft Strategic Risk Register and
Risk Appetite has been produced.

Follow-up meetings with Directors were held to finalise risk controls and rate the risk against the
draft appetite.

The twelve risks assessed by ELT are not dissimilar to those presented in Attachment 3 2022/23
JLT Public Sector Risk Report (JLT report).

The JLT report which provides insight from 197 senior local government executives throughout
Australia; with 19% of local governments in Western Australia responding.

As presented in the JLT report, the City’s risks align with other WA local governments. Financial
sustainability, cyber security, human resources, asset & infrastructure, and business continuity are
the top 5 risk concerns for WA. WA is the only state to see human resources ranked high on the
list.

Risk Appetite

In accordance with the Risk Management Framework — Roles and Responsibilities, Council is to
review the appropriateness of risk appetite.

As part of the development of the draft strategic risk register, the risk appetite statements, and
approach were reviewed. The current risk appetite statements were developed in early 2019.

As part of the ELT strategic risk workshops the Directors were taken through an exercise to review
and updated the risk appetite approach. This process explored the impact of risk against the
consequence categories to determine the level of risk/impact may be accepted and what will not
be accepted.

From there draft Risk Appetite Statements have been structured in line with impact of consequence
categories. Broadly the City has a balanced (medium) appetite for controlled risks that may impact
the City’s finances, reputation and stakeholder relations or delivery of service. There is limited
(low) appetite for controlled risks that may impact the WHS of people, the environment and/or the
governance of the City.

Continuous Improvement

The attached draft Strategic Risk Register and Risk Appetite are both starting points, it is expected
the risks and appetite will evolve over time as the risk processes mature. In due course, strategic
risk indicators will be developed.

Risk indicators are a way to measure the risk and are mostly used in two ways: as early warning
signs of potential problems and as ongoing performance measures.
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It is intended the information from the risk indicators will support the development of the risk
tolerance levels which are intended to support the risk-based decision-making process.

Strategic risks will be managed by the ELT, once risk indicators have been defined high level
reporting against the strategic risks with indicators will be reported as part of the quarterly process
through ELT to the ARMC. On an annual basis, as part of the Business Planning Process, a deep
dive risk review is performed and reported to the ARMC.

Council Report Templates

Pending finalisation and noting of the Risk Appetite by Council, the Risk Management Framework
and Committee and Council report templates will be updated. To simplify the process and to
strategically align the officer's recommendation to risk, it is proposed the risk component of all ELT,
Committee and Council report be updated as follows;

Current Template

Risk Assessment

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite | Risk Assessment Outcome
Strategic Direction Moderate [INSERT]

Reputation Low [INSERT]

Governance Low [INSERT]

Community and Stakeholder Moderate [INSERT]

Financial Management Low [INSERT]

Environmental Responsibility Low [INSERT]

Service Delivery Low [INSERT]

Organisational Health and Safety | Low [INSERT]

Conclusion | [INSERT COMMENTS]

Proposed Updated Template

Risk Management Considerations

Impact Category Appetite Risk Rating
Workplace, Health and|Low Low
Safety
Financial Medium Low
Reputation and | Medium Low
Stakeholders
Service Delivery Medium Low
Environment Low Low
Governance and | Low
Compliance
Strategic Risk SR 07 Unethical or inadequate council governance and
decision-making.
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The intent of the risk management component in reports will be to articulate the potential impact/s
should the officer's recommendation not be approved.

Example: A report on Council meeting dates is presented to Council, the officer recommendation
is to endorse the meeting dates.

If Council does not accept the officer's recommendation of the set meeting dates, it is ‘possible’
that there would be a ‘moderate’ governance and compliance impact on the City, resulting in a
medium risk.

Substituting the current ‘Conclusion’ section with a new ‘Strategic Risk’ section will require the
officer to align the recommendation to the strategic risk it is supporting and/or mitigating.

Using the example above, the recommendation to accept the set meeting dates, ensures we met
our compliance and regulation obligations; therefore, it is supporting SR 07 Unethical or inadequate
council governance and decision-making.

LEGISLATIVE COMPLIANCE

Nil

RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment Outcome

Strategic Direction Moderate Moderate

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and Safety Low Low

Conclusion The City’s risk management arrangements continue to be reviewed and
improved to provide an integrated and consistent approach across the
City for the identification, assessment and treatment of risks. The
development of the Strategic Risk Register and update of the Risk
Appetite will support the delivery of the City’s business strategy and
strategic outcomes.

FINANCIAL IMPLICATIONS

Nil

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following

applies:

Theme: Leadership and Governance
Goal L2: Plan and deliver projects and services in a sustainable way.

Work together to deliver the best outcomes for the community by managing our
resources in a financially sustainable way.

CONCLUSION
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That Council notes the Strategic Risks and endorses the appropriateness of the Risk Appetite in
accordance with the Risk Management Framework.
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Inability to plan, provide and support
socially connected, healthy and safe
neighbourhoods.

Risk Rating: MEDIUM

CITY OF BAYSWATER - STRATEGIC RISK

Failure to strategically plan, deliver and
maintain infrastructure and assets.

Risk Rating: MEDIUM

7 August 2023 Attachment 8.5.1

Council plans, decision making process
and/or activities fail to invest in the
management, protection and
improvement of its natural environment.

Risk Rating: MEDIUM

Inability to work collaboratively to engage
and partner with the stakeholders to
promote and advocate opportunities to
live and invest.

Risk Rating: MEDIUM

L

Inability to manage stakeholder
expectation through early and ongoing
engagement.

Risk Rating: MEDIUM

City does not have the adequate financial
capacity to deliver planned services and
maintain assets.

Risk Rating: MEDIUM

'}IA' Unethical or inadequate governance © Business model fails to support an g__l Inability to develop and maintain a
and/or decision-making. e- integrated and responsive delivery of = competent, capable and culturally aligned
services, facilities and infrastructure workforce.
(Including leadership, structure and
processes).
Risk Rating: HIGH Risk Rating: HIGH Risk Rating: LOW
‘. Failure to prevent, prepare, respond and ¢ Lack of modern, integrated and secure Failure to provide staff safety and support

recover to incidents, emergencies or
major disruptions impacting operations.

Risk Rating: MEDIUM

digital environment.

Risk Rating: MEDIUM

health and wellbeing.

Risk Rating: MEDIUM
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City of Bayswater - Risk Appetite

7 August 2023 Attachment 8.5.2

There is a commitment to a healthy and safe work environment.

Impact Ag:t?:;e Appetite Statement Council will not tolerate
LIMITED appetite for work practices, actions or inactions that Behaviours that are deliberate and willingly disregard the City’s values and WHS policies and procedures.
compromise the wellbeing and safety of people including staff, Practices that knowingly compromise staff wellbeing, workplace, or community safety.
Workplace, Low contractors, volunteers and community. Activities and unsafe work environments that result in reasonably foreseeable and preventable fatalities, harm,
Health and Safety | (ALARP) serious injuries, or illnesses to the community and/or workers

Financial
(moderate)

BALANCED appetite for financial risks relating to the delivery of strategic
initiatives, major projects and the delivery of our critical services.

There is a commitment to an efficient and financially sustainable
organisation.

Poor financial decision-making and significant loss of discretionary revenue.

Inadequate spend and resource planning (short term and longer-term outlook).

Significant foreseeable variations in project expenditure, including contract price due to aspects of the project within
the City’s control

Poor planning and prioritisation of asset renewal and replacement spending across the City.

Reputation and
Stakeholders
(moderate)

BALANCED appetite for reputation risk associated with the delivery of
our core services or internal management activities.

There is a commitment to honest and transparent engagements and
decision making.

Intentional activities and behaviours that result in damaged relationships and misaligned priorities.
Decision-making that is not open, honest, and transparent and does not align with the City’s Strategic Community
Plan.

Lack of consultation / engagement with key interest groups and stakeholders.

Actions by Councillors or workers bringing the Council into disrepute.

Service Delivery
(moderate)

BALANCED appetite for unforeseen delays in strategic deliverables
and/or major disruptions to critical business functions. Council is
committed to the execution and embedment of the City’s strategic and
operational goals.

BALANCED appetite for technology risks that cause major disruption to
key service delivery, implementation of new and digital
transformation changes in the effort to deliver on strategic outcomes.

There is a commitment to improving the City's systems and processes in
an ever-changing environment, whilst ensuring information is securely
managed.

Failure to demonstrate commitment to deliver services to our community and workers.

Failure to plan and respond to a major disruption ensuring continuity of critical business functions.

Service delivery disruption or delay because of people risks, which include workforce capability and capacity
constraints

Behaviours that deliberately disregard the City’s ICT Policies and Processes.

Systemic failure to implement and maintain, with-in the City’s control, the systems and services which adequately
protects sensitive and confidential data and information.

Infrequent and incomplete testing of the City’s Disaster Recovery Plan(s).

Environmental

LIMITED appetite for activities that lead to environmental degradation
and/or that opposes the City’s sustainability goals.

Failure to support and embed the City’s sustainability goals.
Reasonably foreseeable and preventable activities, within the City’s control, that result in irreversible environmental

There is a commitment to good governance.

(minor) Low damage, threatens biodiversity, including extinction of flora and fauna.

There is a commitment to embed the City's sustainability goals.

LIMITED appetite for fraud and misconduct risks, and any breaches in Corrupt or fraudulent conduct by Councillors and/or workers.

legislation, regulation, professional standards, or bribery. Systemic failure to maintain or implement effective systems, processes and controls which adequately protect the

_ _ . . . City from fraudulent activity.

Governance and LIMITED appetite for poor information security that exposes the City to Deliberate failure to comply with legal obligations (Government Directions or orders) or a reckless breach of policies
Compliance Low cyber threats that could lead to loss of critical and/or personal data. including Code of Conduct.
(minor) Deliberate and sustained failure to comply with the requirements of the State Records Act 2000.

Deliberate unauthorised/inappropriate distribution, or loss of sensitive or confidential information.
Poor information security that exposes the City to cyber threats that could lead to loss of critical and/or personal data.
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JLT Public Sector
Risk Report
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JLT Public Sector is your trusted expert in the design
and delivery of risk solutions for governments and e

ur solutions are built o = -
across advice, protection, claims, risk and insurance u I c e c O r I S
service areas and our clients are our number one priority.

ur experience in the sector and in product innovation - =

e risk solutions for stronger local, state and federal e O rt I I ts t e
governmen ts and more resilient communities for
dictability of t

In the spirit of reconciliation, JLT Public Sector
acknowledges the Traditional Custodians of country - -
throughout Australia and their connections to land, a a re a rl S I n g e
sea and community. We pay our respect to their )
Elders past and present and extend that respect to n n
all Aboriginal and Torres Strait Islander psaples today. in d escCri b a b I e eff e cts
that ' t of

coal face of these events.
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NOTE FROM GARY OKELY

Through 2019 to 2021, Australia experienced disruption and impacts from
bushfires, cyclones and the pandemic. During 2022 the impact of La Nina bought
new challenges for Local Government, with flood events impacting across four

different states.

This fifth edition of the Risk Report charts the significant
challenges that local government leaders identify, the
interconnectivity of the risks on their radar and, as we
see herein, the potential of a domino effect.

197 Council CEOs and General Managers contributed to the
JLT Public Sector Risk Survey, providing their perspective
on the greatest risks for the sector at this time. Local
Government insights provide the basis of this report and
we again incorporate our observations and knowledge of
the industry to comment on these risks.

Unprecedented flooding events across the country and
multiple local government areas leaving little to no time
for communities to recover and prepare for the next event.
These extraordinary events elevated the challenges that
governments at all levels are facing, compounding the
complexities and not allowing time for solutions to be

developed and executed to provide support and
protection to their communities.

Additionally, the attacks on Optus and Medibank Private
brought to the forefront the serious impact cyber criminals
can have on organisations holding personal data. These
incomparable attacks where the community were effected
highlighted how organisations are cyber reliant and at the
same time cyber vulnerable and continuous management
of cyber security is so vital.

As different events unfold, the interconnectivity of risk and
the domino effect of these risks on government and the
community is clear.

Thank you to all the CEOs and General Managers who
participated in the survey. Your contribution is a vital
attribute of the JLT Public Sector Risk Report.
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Financial Sustainability

The perennial ‘number one

risk’ for the sector. Financial
constraints to invest in the
future and manage community
expectations, being a common
theme. The underlying factors
varying greatly across the sector.

Disaster & Catastrophe

Continuing floods in the same
regions has showcased disasters
and catastrophes never seen in
Australia. Communities have not
been able to recover before a
major event has occurred again.

Audit And Risk Management Committee Minutes

Cyber Security

With two major attacks on
organisations gaining personal
client data, the focus is on how
to protect constituent data.

Climate Change

Climate Change is affecting
councils specifically through
disaster and catastrophe. The
unpredictability makes it difficult
to develop and implement new
policies and programs.

Assets & Infrastructure

With the major disaster and
catastrophic events in 2022 -

the impact on aged infrastructure
is a serious concern.

Statutory & Regulatory
Requirements

The continued shifting of
responsibility to Local Government
along with new regulations, does
not incorporate resources to equip
Councils to maintain requirements.
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The events of the past three
years have impacted Business
Continuity. This has a domino
affect to Council servicing

the community.

<

HR Management

Attracting and retaining
professional staff due to not
having the financial capacity
to meet the market.

o

-
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Waste Management

The ability to manage waste and
meet community expectations
surrounding managing waste
environmentally are a concern
for Council.
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Ineffective Governance

Linking to Financial Sustainability,
the inadequacy of financial
controls. Concerns around
misconduct or challenges from
employees or elected members
lead this.
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EXECUTIVE
SUMMARY

In 2022, local governments and communities continued
to be impacted by unprecedented natural hazard
events that quickly escalated to disaster status.

Data indicates the devastating floods that swept
through south-east Queensland and northern New
South Wales in late February and early March 2022
caused $5 billion in insured damages. Rated the
third most costly extreme weather event in Australia’s
history, the 2022 east coast flood is now the most
costly flood event in Australian history.

While climate change is described as the cause

for delivering such an intense period of natural
disasters, lack of local knowledge, inability to prepare,
inadequate resources to respond and access to
contemporary data results in a country that is unable
to cope. Lack of capacity and capability across all
levels of government to prepare, respond and protect
communities against the impacts of natural disasters
continues to overwhelm local governments and
devastate communities.

The JLT Public Sector Risk Report (Risk Report)
highlights all of the above. The key “risks” that keep
a CEO/GM up at night, continue to highlight financial
sustainability, climate change, disaster/catastrophic
events, cybercrime and governance. The extremity
of the flow-on effects of these circular risks are at
the coal face for local governments.

The Risk Report provides a measure for the maturity
of local government’s strategic risk profile. CEOs

and GMs recognise the risks and the underlying
reasons why they are ranked as set out in the Report.

10

The 2022 events, off the back of previous disasters,
continue to focus the lens on financial sustainability.
While climate change continues to be a key risk, the
risk of impacts of disaster/catastrophic events on
communities here and now has understandably
leap frogged climate change in the list.

The 2022 survey responses include feedback that
highlights the need to understand what makes a council
vulnerable and how investment in mitigating the impacts
of hazard events will support vulnerable communities.

Local government has been confronted with a myriad
of issues as impediments from the pandemic have
lifted. Across Australia, Federal and State Government
elections have transpired and caused a shift in the
political landscape. Globally the economic fallout
caused by Covid-19, impacted and continues

to impact tourism, aviation, health, building and
government sectors. These occurrences have

further been affected by chain of supply issues, the
Russian-Ukrainian War and inflation, contributing to
a domino effect on increase of costs across the local
government sector.

The Report highlights concerns for the emerging
risks CEOs and GMs continue to face at an executive
level. Ability to oversee and ensure compliance with
good governance highlights the value of measuring
sustainability (ESG).

The interconnectivity for these risks continued
to be acknowledged in this year’s report, with

the top six contributing to the overall key risk -
financial sustainability.

The findings of the survey also demonstrated a domino
effect. As one risk is impacted by an event, it falls and
topples into the next risk creating a circular list of key
risks, all impacting on each other.

The survey responses recognise the domino

affect disasters and catastrophes have on assets &
infrastructure, in particular ageing and/or inadequate
infrastructure. Outside of disasters, the survey indicated
issues around the cost of upgrade or betterment of
infrastructure and the ability to appropriately manage
assets as an ongoing concern.

In response to disaster events, compounded in
some situations with successive disaster events,
there is an identified need to have in place effective
business continuity plans. The survey results
established the interconnection between the event
and sustainability of business continuity plans,
extending to information technology capabilities.

Compounding the issues for local government is the
heightened awareness and reality of what a cyber-attack
can mean for a council organisation; in particular the risk
of exposure of personal information of the community.

The major and public attacks on Optus, Medibank and
Latitude brought to the forefront the vulnerability of
pubic facing organisations in relation cyber security.

7 August 2023 Attachment 8.5.3
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While appropriate risk transfer (insurance) is
important, the importance equally lies in risk
mitigation. The Australian Cyber Security Centre’s
Annual Cyber Threat Report said “critical infrastructure
networks are being increasingly targeted” with the
“rapid exploitation of critical public vulnerabilities™"
becoming the norm.

The Risk Report has cyber risk remaining at ranking
number two - demonstrating CEOs and GMs continue
to recognise that maturing the strategic risk reduction
framework aligned with strategic plans and informed
budgets is paramount to successful ongoing business.

Local Government is the pillar of its community.

To be able to better support communities, councils
need financial and resource support to have in place
effective strategic plans, budgets and risk reduction
initiatives that are able to contemplate unforeseen
and unpredictable events.

The annual contribution by CEOs and GMs in
responding to the Risk Survey enables JLT Public
Sector to deliver powerful information and data
that gives the Risk Report integrity and continue to
provide valuable insight into the thoughts and views
of the sector’s leaders as strategic and financial
considerations continue to mould the key risk
framework of local government in Australia.

! Australian Government, ACSC Annual Cyber Threat Report, Australian Signals Directories et al
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OVERVIEW THE MOVEMENT OF THE
2022 TOP FIVE RISKS 2018-2022

The 2022 Survey provides compelling insight of local government executives from The following diagram maps the

across the country. There are certainly similarities in the risks that concern the movement of top risk rankings from 2018
sector, but the underlying reason behind the concerns can vary, depending on the to 2022. This diagram demonstrates how
State, geography (metro and regional) and the local regulatory environment. risks have shifted and in particular how

business continuity has become a focus
for Local Government — reaffirming the
importance of councils' understanding
their risks and vulnerabilities and working
to put mechanisms in place through their
risk framework.

This year, JLT Public Sector interviewed the CEOs of two Councils, asking for
insights they have in particular risks within the survey. This provided deeper
information into what Councils are facing within these risks. We thank Troy Green
of Tweed City Council and Glenn Pattison of Casey City Council for contributing to
this year's Risk Report.

We made changes to how Councils responded to the survey. Rather than
choosing the leading reason for why they selected a risk, we gave the opportunity
19 2020 2021

for respondents to rank the underlying reasons driving their perception of the risk. 201 20

Using these findings, along with the historic data, we hope this report continues to (v (v (v (v (v
help Councils consider how they approach risks, consider their vulnerabilities and

shape their frameworks.

Financial Financial Financial
Sustainability Sustainability Sustainability
Cyber Assets &
Security Infrastructure

Disaster or

Financial
Sustainability

Cyber
Security
Asset &

Infrastructure

Disaster or Business

As different events unfold, o [ | e
the interconnectivity of risk

.
and the comino effect of
Infrastructure Infrastructure Continuity Continuity

these risks on government
and the community is clear.

Business Business
CEO, JLT Public Sector Continuity Continuity

Financial

Sustainability

Cyber
Security

Asset &
Infrastructure

Catastrophic

Catastrophe
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2018-2022

2018
(i

( 2019

Financial
Sustainability

Financial
Sustainability

Financial
Sustainability

Financial
Sustainability

Financial
Sustainability

THE RANKING OF THE
12 RISKS

The two major cyberattacks on Optus and Medibank Private in Australia in 2022
contributed to continuing concerns about Cyber Security and the Breach of Data
keeping Cyber Security top of mind in local government.

With the ongoing effects of devastating events of 2019, 2020 and 2021, the
destructive floods of 2022 held influence on how risks impact local government.
The impact of floods in New South Wales, Victoria and Queensland has maintained
concerns around business continuity, disaster and catastrophic events continuing

Theft, fraud Cyber Assets & Cyber Cyber to be in the sights of Council.
and/or crime Security Infrastructure Security Security
Highest Ranking by respondents - Ranked 14
Disaster or Asset & Asset &
Catastrophic Infrastructure Infrastructure
=
Natural Cyber Disaster or Business 58% Financial Sustainability
Catastrophes Security Catastrophe Continuity
Environmental Climate Change/ Disaster or
Management Adaption Catastrophe
7
@ Cyber security
Asset & Asset & Business Business Climate Change/
Infrastructure Infrastructure Continuity Continuity Adaptation
Natural Waste Climate Change/ Sr;atl:':;g . Infrastructure and assets
Catastrophes Management Adaptation gt v
Requirements
lovsat
Cyber Ineffective Impact of HR |[§§(_§']J 28% Business continuity planning @ 9% Waste Management
Security governance Pandemic Management T
@ 27% Disaster/ Catastrophic Events 0 8% Ineffecti
Business Business Climate Change/ Waste ey v o Inefiective governance
Continuity Continuity Adaptation Management %
,@7 7% Reputation risks
Ineffective HR/WHS HR/WHS Ineffective Ineffective 0 o
Governance Management Management Governance Governance @—[—/ilr, 22% Human Resources Q 7
@ 5% Pandemic
HR/WHS Environmental Ineffective Waste Reputation ﬁ;] 21% Statutory / Regulatory requirements
Management Management Governance Management P /1 2% Claims
iy
Errors, omissions Errors, Omissions  RIi#ic: e R¥elq(301=} I
B, o S : HR/WHS Impact of ¥
or civil liability or Civil Liability threat_s (mclu_dlng Management Pandemic —_— \g 0% Terrorism
exposure Exposure social media) A~
Errors, omissions 1 1 Ao ) ) o ) o )
et raud or civil liability Y This report demonstrates that Councils are recognising the interconnectivity of risks
exposure and the domino effect they have on each other. Even with particular risks moving
within the ranks, they know the impact of one risk will have a chain reaction across a
number of others.
14 2022 JLT PUBLIC SECTOR RISK REPORT | 15
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FINANCIAL
SUSTAINABILITY

|
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-
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One of the biggest
Issues with the national
disaster relief is liquidity.

TROY GREEN
CEO, Tweed City Council

' LG Professionals Australia, Local Government Professionals 2020-21 Pre-Budget Submission, December 2019
2 Australian Local Government Association, 2021 National State of the Assets Report
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The evolving local government risk environment
continues to present council executives with
challenges in developing and resourcing business
plans that enable the delivery of the organisation's
strategic direction.

Catastrophic events, many being weather related,
continue to dominate the local government landscape.
The new post-Covid work environment and community
expectations provide Executives with challenges and
opportunities; and the ever changing exposure to cyber
related crime has challenged Local Government like no
other time in history.

Since 2018, Financial Sustainability has been

ranked by Risk Survey respondents as the number
one concern they face. While councils benefit from
the relative stability of annual Council rates which
increase modestly most years, it is the escalating cost
of meeting community expectations with maintaining
and modernising public living spaces and key public
assets - including ageing assets — which presents
executive teams with major planning and budgetary
hurdles year-on-year.

There are certainly similarities in the type of financial
challenges faced by metro and regional councils
across Australia. Not only are they navigating the
ongoing cost shifting from state to local governments
but also a disproportionate allocation of needed Federal
Assistance Grants (FAGs). The ever increasing impost
of compliance across all aspects of local government
additionally makes recruiting appropriately experienced
staff in a competitive jobs market an ongoing challenge.

Competition for talent across the country increase
intensely and a common theme is that local government
has lost both talent and capacity in recent times as
employees are attracted to the private sector. The
general consensus is councils are a great platform

for developing skilled talent due to the breadth and
diversity of operations, services provided. This is
further exacerbated in regional areas where talent
attraction and retention has always been difficult.

Local government in most states is also responsible
for the care and maintenance of many critical state-
owned assets which are leased to councils. The
arrangements were often cast years ago when the
assets were in reasonable conditions either through
rates or grants to maintain the assets in line with
community or regulatory expectations. An example

is jetties and wharves which are extremely expensive
to maintain and replace but are seen as a critical asset
to a town’s tourism and local economy. If closure was
to occur, the impacts would be far-reaching with broad
financial implications for the community and its visitors.

Financial sustainability and the underlying risks can
vary depending on the geographic location and
demographic mix of each community. This report
endeavours to unpack some of these challenges.
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Weather-related events continue to rate as one of

the biggest risks councils face, compounded by the
continual moving responsibilities on from federal and
state jurisdictions to local government with minimal to
no financial support for these transferred responsibilities.

The impacts that have occurred across the past

three years are not well supported financially through
the FAGs. In 1996, 1% of Commonwealth taxation
revenue was committed to FAGs but by 2017 this had
dropped to only 0.55%". This is despite population
growth, increased responsibilities, along with the
surge in disasters, catastrophes and the pandemic.

“One of the biggest issues with the national disaster
relief is liquidity,” says Troy Green, of Tweed City
Council. “The process after a disaster places a

great deal of strain on the financial position of local
government.” In some cases, councils are drawing
down on limited unrestricted cash reserves to pay for
the immediate requirements of day to day expenses
and rebuild the community after a disaster. In some
instances, it can take years before the money is
reimbursed as per the guidelines.

“Disaster impacts all capital works
programs,” continues Mr Green, “focus is
completely on rebuild and programmed
capital works are impacted. This affects
financial sustainability of council and
conversely our ‘Fit for the Future’ asset
renewal and maintenance ratios.”

The largest concern is that there is cost shifting
moving from other governments with no increased
funding to local government to assist. 41.62% of
respondents of the risk survey ranked cost shifting as
the leading issue underpinning Financial Sustainability
which impact councils. This was followed by 35.53%
of respondents ranking insufficient rate revenue or
growth to support the delivery of services.

In many instances, local government is managing
infrastructure and assets built after the second-world
war and delivered during the Australia Boom. Today,

this sector manages physical assets valued at $523B.

With the four highest-ranking concerns for councils
associated with assets, it is little surprise these impact
on the sector’s Financial Sustainability outlook.

As noted in 2021, councils continue to be limited in
how they can increase revenue in order to deliver
operational requirements. This provides considerable
pressure to meet the demand and expectations of
the community. Rate pegging continues to impact
Councils and with such constraints in place, grant
funding stagnating, the ability for Councils to maintain
Financial Sustainability is minimal placing a burden
on how local government can maintain services to
the community.

2022 JLT PUBLIC SECTOR RISK REPORT | 17
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Financial Sustainability
survey results

Respondents
ranked cost
shifting from
other tiers of
government
as the leading
reason for
this risk

Ranked
insufficient
rate revenue
(and/or growth)
to deliver
functions,
services as the
leading issue.

Recognised
the impact
of Climate
Change and
maintaining
assets
ranking

this issue
fourth as the
leading issue.

Inadequate
government
funding/grants
was ranked

in third place
contributing

to Financial
Sustainability as
the leading risk

CYBER
SECURITY

The frequency and sophistication of malicious
cyber-attacks against organisations is increasing.
This increase affects online services at all levels of
government, within businesses and the community
due to the increasing dependency on the internet and
hybrid working models. These circumstances provide
greater opportunity for cyber-criminals to exploit
vulnerabilities within the broad range of technology
being used in society.

With COVID19 fast-tracking how work, school and
engaging with people and organisations, take place
virtually solutions were quickly developed using
technology. Councils were no different and needed
to respond and reshape how services could be
delivered online and from the home environment
where possible.

Over 43% of Councils listed their leading concern
underlining the issue of Cyber Security as not
knowing their vulnerability of IT infrastructure and
their proactive ability to manage cyber security. The
second ranking issue at 25% was their concern on
cyber security failure. These two are supported by
the fact that when ranking what underpins this risk,
Local Government is not confident it is not aware of
potential attacks and how they would respond.

Cyber has also been affected by the disaster and
catastrophes in 2022 impacting business continuity.
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Troy Green of Tweed City Council noted,
“This has led to the need to look at how we
manage and deliver our services differently.
When we lost access to our services during
the floods and the NBN was taken out, we
couldn’t be as effective or efficient. This has
led us to evaluate our BCP and look at moving
everything to the Cloud. By moving our core
applications to software as a service (SAAS),
our services will continue, in any event, as
our people can work from any location.

By looking at outsourcing to the Cloud, we
are outsourcing our cyber risk as well as
addressing the business continuity aspect
with the added benefit we have our data in

a secure vault, backed by Tier 1 vendors”.

7 August 2023 Attachment 8.5.3

Not sure of their
IT infrastructure
or provider
proactively
manages

cyber security

Are concerned
about Cyber
security failure

The Australian Cyber Security Centre reported in its
2022 Annual Cyber Threat Report, there were over
76,000 cybercrime reports in the 2021/2022 year, an
increase of nearly 13% on the previous year. This was
attributed to state sponsored cybercrime incidents,
Australia’s prosperity attracting cybercriminals,
evolution of ransomware attacks and the rapid
exploitation of critical public vulnerabilities.®

Through the work JLT Public Sector has performed

in partnership with our Council clients, it is clear

that basic cyber-controls such as email filtering,

web security, managing secure system configurations
and keeping secured, encrypted and tested backups
is relatively commonplace. However other controls
require a renewed focus including endpoint detection
and response, privileged access management and
multifactor authentication to enhance the sector
cyber-security posture.

The Allianz Risk Barometer found Cyber as the highest
issue that organisations globally are facing and second
in Australia. This was pipped by Business Interruption.*

° https://www.cyber.gov.au/sites/default/files/2022-11/ACSC Annual Cyber Threat Report 2022

4 Allianz Global Corporate & Specialty, Allianz Risk Barometer 2022
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Councils are responsible for approximately one
third of Australia’s public sector owned assets and
infrastructure. The most recent estimated value

of this portfolio exceeds $523 billion annually and
costs over $35 billion to manage.”

Figure 1 depicts the split over a range of asset classes.

The Australian Local Government Association (ALGA)
estimates that of the total portfolio under council
control, nearly three of every 100 assets require
replacement and one in 10 assets require urgent
attention. The cost of this is considerable, with
estimates for replacing infrastructure in poor
condition sitting in the order of $51 billion and

those in fair condition ranging up to $138 billion.®

To put this into perspective, the cost of replacing
the assets in poor condition exceeds the total annual
revenue available to local government.

Fow o iy w o we

It should be noted, those estimates were compiled
before the surge in inflation over the course of
2022 and into 2023 and do not directly account
for the cost to councils to adequately manage and
maintain the remaining components of the total
infrastructure portfolio.

This clearly has significant implications for councils
and highlights the strong interconnectedness between
asset management and the underlying financial
sustainability of the sector. This has a domino effect
with significant implications for liability exposures
associated with local government operations.

Further, it is recognised that this is potentially not
just a liability matter, but could possibly incorporate
property as assets in poorer condition are more
vulnerable to loss. This in turn has implications

for continuity of operations, reputation among the
community as custodians of assets.

ASSETS &
INFRASTRUCTURE

Figure 2 highlights that councils do not believe they
have the capacity to finance the management of
infrastructure assets and this is the biggest risk driver
across the sector. This is exacerbated by inflation and
supply chain disruption and disaster impacts. These,
along with betterment in recovery were identified and
are seen as interrelated and compounding factors.

Equal second place of underlying issues to management
of assets and infrastructure is the cost of upgrading or
betterment of repairing these. For example, councils are
finding assets have shorter lifecycles and the funds to
deliver new assets is not achievable.

For example, City of Casey has concerns surrounding
open space assets such as playgrounds and
sports fields.

6 Australian Local Government Association, 2021 National State of the Assets Report

7Source ALGA, 2021

20

Infrastructure - $342bn
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Plant & Equipment $6bn
Cash & investment $18bn
Equity & other financial assets $26bn I
Land $127bn

other non-inancial assets $26bn I

1 65% 1
]
$133bn $65bn $55bn $14bn
Roads Stormwater Waste & Building & Bridges
I I Wastewater Faci;ities
| I -r |
I
$10bn $3bn

Parks & Recreation Airports & Aerodromes

Figure 1: Value of financial & non-financial assets control by local government (June 2020)°

“Such assets have a shorter renewal cycle”
says Glenn Pattison, CEO of City of Casey.
“While in recent years efforts have been
made to increase the funding envelope for
this asset class, other pressures on the
capital program, along with a need to move
developer contribution funds into project
delivery creates a tension between the new
and renewal requirements.”

This underlines the imperative for a substantial
expansion to the funding that is available to councils
from other tiers of government to support asset
management. These funding mechanisms include
financial assistance grants and other targeted
infrastructure funding programs such as the
Commonwealth road black spot funding, various
disaster risk reduction funding programs and disaster
recovery funding that supports building back better
and the development of resilient infrastructure.

Capacity to finance asset and infrastructure management

Significant increase in funding required due to
limited supply chain and/or inflation

Cost of upgrading/betterment when repairing assets.
Natural disaster/catastrophe damage to critical infrastructure
Ability to adequately insure assets/infrastructure

Other please specify

Figure 2: Management of and/or damage of property,
Infrastructure and Asset risk\heat map

It also highlights the importance of the need for
dependable and mature data that is capable of
supporting informed and robust planning and
decision-making that reflects the fundamental
and determinative interrelationship between asset
management planning and financial sustainability.

The impacts from the profound socio-demographic
shifts arising from the COVID-19 pandemic are also
likely to have significant implications for asset and
infrastructure management into the future. This is
from interregional migration and population shift,
changes in infrastructure demand and utilisation,
skilled and affordable contractor, and the ability

of councils to attract and retain skills and capacity
within their workforce.

With the 2022 survey providing the opportunity

for councils to provide specific rankings of issues
underlying a risk, Figure 2 demonstrates the national
overview of each issue underlying this risk. The
leading concern by a significant number of points is
the capacity to finance the assets further magnified
by the significant funding required due to the supply
chain issues and inflation.

Rank 1 Rank 6

27% %
38% 16%
47% 50% 4%
48% 29%

36% 46%

99%

sEhLGeREPE Ranked 3-4  Ranked 5-6

1%
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With the events of the past three years, local
governments have turned their attention to business
continuity and the consideration of short, medium

and long-term steps they need to take help their
communities navigate uncertainty during an event.
Well-crafted and implemented business continuity plans
typically aim to quickly and efficiently restore normal
service through the actions of staff and the executive.

Unsurprisingly, business continuity awareness
has moved up two spaces in 2022 from sixth to
fourth position.

The substantial devastation and effects of the 2022
floods across Australia has moved the destruction of
council assets/infrastructure due to an insured peril
and to the second highest issue underpinning the
Business Continuity risk. Widespread global volatility
impacting supply chains, labour costs and inflation,
has created a perfect storm impacting asset and
business interruption declared values. We have seen
a surge in valuation activity from proactive councils
seeking to ensure their declared values reflect the
reality of replacement under current market conditions;
a task which cannot be overlooked when planning for
business continuity.

There is a linkage between disaster and
catastrophic events and the domino effect

on councils’ Business Continuity plans,
impacting processes which in some cases are
compounded by unplanned IT outages; each
being part of the interconnectivity of risks.

Respondents demonstrated an active interest in
processes to respond to unplanned outage of IT /
social media / telecommunications, which has become
a focus for councils. IT resilience is a growing challenge
for local government, and the financial impact of
unplanned outages and security breaches is increasing.

Failure to align IT security capabilities with councils’
strategic goals and appetite for risk, including the
integration of operational disaster recovery plans into
the strategic business continuity plans may expose
vulnerabilities to the continuity of services and should
be a priority of local government.

Finally, councils recognise that the development of
community resilience plans and processes to mitigate
the impact on council services and functions need

to be addressed. Councils forced to distil critical

and operational choices with the executive during

the pandemic escalation must now ensure business
continuity plans allow for a triaged approach to the
continuity of services. This needs to be delivered

in an orderly manner and in a way that communicates
with affected communities with compassion

and transparency.

BUSINESS
CONTINUITY

Page 61
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CEQO’s and GM’s
ranked the leading
underlying concern for
Business Continuity,
the destruction of
council assets /
infrastructure due

to natural and other
disasters.

The next ranking
concern within the
Business Continuity Risk
is the destruction

of council assets/
infrastructure due to

an insured peril.

Process to respond to
unplanned outages

of IT/social media/
telecommunications

is the third concern
unpinning the risk

for Business Continuity.
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DISASTER AND
CATASTROPHE

It comes as no surprise the impacts from disasters and
catastrophic events on councils and their communities
and features highly, rounding out the top five in the
2022 survey.

In the shadow of the 2019/20 Black Summer
bushfires, followed by severe weather wrought

by a return to La Nina conditions in 2020/21 across
most of Australia, councils were already stretched
and exhausted by the continued impacts of the
COVID-19 pandemic. Councils were then having to
brace for a second conservative La Nina in 2021/22.

Yet it was an earthquake that sounded the bell of
things to come when it centred in Mansfield, Victoria,
in September 2021. Tremors were felt in Tasmania and
into New South s magnitude 5.9 event caused damage
to a number of homes and commercial buildings.

South Australia and Victoria were first hit by widespread
severe weather, with strong winds, lightening and

hail causing extensive and catastrophic damage to
agriculture, buildings and community infrastructure

in late October 2021.

The unforeseen three weather systems which combined
to cause flooding across the east coast of Australia
in February 2022, with the most severe flooding
experienced in South East Queensland as well as
Central and Northern New South Wales, brought
communities under extreme stress. Flooding impacts
occurred in more than 70 local government areas and

Bushfire, flood, cyclones, storm, drought, earthquake, terrorism
Immediate response to damaged Council assets and infrastructure

The unpredictability, uncertainty and severity of extreme events

Inadequate funding available for mitigation of assets in a catastrophe/disaster

Community awareness of Council’s Emergency Response plans
Implementation, effectiveness of Emergency Management response plans
Role as Community leader to manage disruption and recovery processes

Preparation and partnering with State and Federal Government Agencies

Inadequate preparation and understanding of mitigation risks & vulnerabilities

Other please specify

Figure 3: Disaster/Catastrophic Events Heat Map

caused damage of over $5 billion in insured losses
according to the Insurance Council of Australia — the
third costliest weather event in Australia’s history.

Saturated catchments and widespread flooding

from ongoing rain events continued into 2023. This
included the Hawkesbury-Nepean which experienced
its worst flooding in nearly 50 years in July, then the
Murray-Darling where unprecedented flooding in
November devastated Forbes and surrounding towns
in Central West NSW before impacting downstream
communities in the months that followed.

Unsurprisingly, disaster hazards occupy the most
attention of councils, however emergency response,
event predictability, funding, community awareness and
planning aspects of disaster management were identified
as high concern by respondents as indicated by Figure 3.

Glenn Patterson, CEO of City of Casey Council agree
councils are working to reduce climate change risks
through long-term planning, ensuring this is reflected
in policies and planning controls.

“It is important that government responses are
informed by accurate data and science, and
that collaboration occurs between all levels

of government, community and industry to
effectively address mitigation and adaption”.

Rank 1 Rank 10
s 4% 5%
S s 48% 2%
L a0% 6% 44%

o %% 46% 18%
3% 57% 10%
. 25% 70% 6%
C15% 28% 57%

13% 48% 39%

8% 72% 20%

99%

VREITET anked 47 Ranked 710

1%
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The impact of the events of 2022 and 2023 are well seen in how they connect with other risks. The roll on effect
from these events is seen throughout this report from the financial implications, to the impact on technology,
as well as business continuity programmes unable to survive reoccurring events.

Since 2020, it is estimated that there have been over $12 billion in claims. These events come at a significant additional
economic impact, with Treasury estimating a $5billion cost on the national economy due to the 2022 disasters through
crop losses, mining and construction delays, supply chain disruption and increased inflationary pressure. The events
of 2021/22 are a stark reminder of how Councils must continue to focus on understanding vulnerabilities, improving
systems, and building community and organisational capacity to reduce risk and strengthen resilience.

“The hidden cost of a catastrophic event, which is hard to factor, is the emotional cost” stated
Troy Green of Tweed City Council. “Staff are working ridiculous hours to manage operations
of Council as well as responding to the immediate effects of a disaster. The community
doesn’t have the lens over all aspects of what is involved in a disaster and eventually, Council
employees are at the end of multiple complaints each day. The emotional impact on Council
staff during such events can impact morale. One of the hidden effects of a disaster is in trying
to obtain additional skilled human resources to assist those agencies undertaking recovery
deal with the additional demands placed upon them over an extended period of recovery.”

The results of the survey, as shown in figure 4 demonstrate that the immediate response to manage assets
and infrastructure during a disaster and catastrophic event. What all councils across remote, rural, regional,
metropolitan and city are equally concerned about is if their emergency management response plans can be
effectively implemented and is the community aware of the response plans are.

Highest Ranking

Bushfire, flood, cyclones, storm, drought, earthquake

Immediate response to damaged Council assets/infrastructure
Implementation, effectiveness of Emergency Management response plans
Community awareness of Council’s Emergency Response plans

Inadequate funding available for mitigation of assets in a catastrophe/disaster
Unpredictability, uncertainty and severity of extreme events

Inadequate preparation and understanding of mitigation risks and vulnerabilities
Preparation and partnering with State/Federal Government

Role as Community leader to manage disruption and recovery processes

Other

Lowest Ranking
Figure 4: Disaster/Catastrophic Event Average Ranking of underlying concerns 1 to 10
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The unpredictability of disasters coupled with La
Nina and the Negative Indian Ocean Dipole in the
second half of 2022 have contributed considerably
to the impact of catastrophic events. This layered
over the events of 2019 through 2022 has applied
pressures to all councils with more significant
impacts on those communities who have had the
effects of multiple events over this time period.

The annual Bureau of Meteorology and CSIRO

State of the Climate Report® draws on the most

recent national and international climate research,
encompassing observations, analyses and future
projections. The report notes associated changes in
weather and climate extremes—such as extreme heat,
heavy rainfall and coastal inundation, fire weather

and drought—have a large impact on the health and
wellbeing of our communities and ecosystems.

These changes are happening at an increased

pace with the past decade seeing record-breaking
extremes leading to natural disasters; as well as
having a growing impact on the lives and livelihoods
of all Australians. These, combined with chronic,
periodic and local stressors, will compound local
communities’ vulnerability to such disasters.

The 2022 risk survey results show all states/
territories, and in NSW in particular, have been
effected substantially by four major flood events in
2022. The time required to identify, investigate and
assess the damage and then work through what
needs to be rebuilt is considerable. In some cases,
a number of communities have not had the time
to work through this process before another major
flood event occurred.

The effort to ensure that infrastructure and the
community reduce their vulnerability is important as
this will contribute to better preparedness in the future.

As noted above, though this example represents
primarily NSW, all states and territories are
concerned that the ability to procure insurance
is not achievable or the cost of doing so is
unsustainable to pay. This is very much at the
forefront of councils affected by multiple events
across a short period of time.

The basic premise is that natural hazards only lead
to disasters if they intersect with a community

that is exposed, un-prepared and vulnerable.
Disasters are increasingly exceeding the capacity
and capability of councils and local communities to
respond to and recover, thus making it necessary to
invest more and smarter in disaster risk mitigation.

Mitigating the risk of disaster requires identifying
and understanding the direct and indirect cause

and effect of vulnerability. Exploring how local
community values influence ‘vulnerability’ needs

to be properly understood and calculated. Local
government decisions effecting a community’s
ability to build resilience are the result of multiple,
cumulative, non-linear processes by which local
community values, tensions and trade-offs are able
to be effectively managed.

Respondents continued to identify assessment

of predicted climate change impacts on their
community functions and activities as the key issue
they face within this risk. The need to develop
strategic policies informed by credible knowledge of
climate change impacts and supported by robust risk
reduction is the reason this risk in sixth position.

The 2022 State of the Climate Report has projected
that Australia will continue to be affected by increasing
temperatures with more heat extremes, a decrease

of cool seasons and dangerous fire seasons.

In accord with the National Disaster Resilience
Strategy, the Australian Government is looking
at a broader policy and framework engaging
with local government in order to support the
development of skills and expertise to build
resilience in the community.

The creation of a vulnerability profile of local
government, as the community leader, will assist
in understanding and identifying how it can
influence the capacity of a local community to
prepare for, absorb and recover from a natural
hazard event while building resilience.

The transition of resilience from a descriptive concept |

to a series of accepted values, able to be integrated
into a strategic plan, attracts challenges while
providing opportunities.

Achieving resilience will not be an outcome.
Resilience is an ongoing course that will mature and
evolve as the risk environment of local government
continues to be influenced by varying factors.

Governments are encouraged to commit to specific
funding programs to enable local governments to
invest in and undertake essential mitigation programs.
These will help reduce the exposure of communities
to the impacts of natural disasters enabling the
ongoing maturity of community resilience.

A resilient community is better prepared for, more
able to respond, and able to recover from a natural
disaster event. Increasing community resilience

will create a more attractive environment for the
insurance industry to maintain affordable and
appropriate insurance and/or risk solution products.

 Bureau of Meteorology and CSIRO State of the Climate Report

Assessment of predicted Climate Change impacts on
Council business/functions

Development and adequacy of strategic policies and operational
programs to mitigate and adapt to climate change

Sufficiency of disaster recovery funding arrangements to
adequately build back better and more resilient infrastructure and
assets that are capable of withstanding future climate scenarios

Impacts of climate change projections on Council business/
functions and ability to satisfy the needs and expectations of the
local community

Understanding legislative changes due to predicted climate
change impacts (Development and Planning legislation, Emergency
Management processes, budget impact on assets/infrastructure)

Identifying Council’s carbon footprint to respond to
community expectations

e~

=
Figure 5: Climate change and/or adaption risk heat map (

A

yr

Ranked 1-2

7 August 2023 Attachment 8.5.3

Ranked 3-4

Ranked 5-6




Audit And Risk Management Committee Minutes

It is important that
government responses
are informed by accurate
data and science, and
that collaboration
occurs between all
levels of government,
community and industry
to effectively address
mitigation and adaption.

GLENN PATTERSON
CEQO, City of Casey Council

STATUTORY &
REGULATORY

REQUIREMENTS

Local governments across Australia are operating in
an environment of increased statutory and regulatory
requirements. The driving forces behind this trend
include ongoing cost shifting mechanisms from other
tiers of government, increasing governance and
accountability requirements, which have come

about as a result of integrity and accountability
related legislative reform.

Respondents have indicated that this area is
significantly influencing their organisation’s risk profile
as evidenced by the movement in risk ranking in this
year’s report from ninth in 2021 to sixth in 2022.

Local governments may see these risks manifest
in a number of ways including:

* An increase in litigation and claims activity as
a result of non-compliance activity (including
governance and accountability matters against
councillors and officers), which in turn connects
to the risk of Ineffective Governance.

+ Financial sustainability implications as a result of
local governments needing to provide additional
services and functions to communities that were
previously the responsibility of other tiers of
government. This connection with the leading
risk, places further pressure on organisations
already stressed from a resourcing perspective.

The leading concerned
within this risk is access
to qualified staff.

7 August 2023 Attachment 8.5.3

Increased exposure to additional fines and penalties
for non-compliance and the additional cost
associated with compliance management.

Increased risk shifting from state/territory
government agencies to local government,
including complexity around Planning and
Development regulations and obligations, and

.

Increased community complaints and adverse audit
findings resulting in risk to reputational damage.

The key challenges identified in managing and
controlling this risk include access to appropriately
qualified staff which links with the seventh ranked risk
— Human Resources. This is further exacerbated by
the sheer pace of legislative change and cost shifting
mechanism from other tiers of government as they
too grapple with financial sustainability pressures.

There is a continuing focus by individuals,
stakeholders, interest groups and regulators on
corporate governance structures and decision-making
processes across all levels of government. This is
particularly in the areas of environmental, social and
governance matters, which we anticipate will continue
to drive the ever changing and expanding legislative
agenda facing local governments in the coming years.

The second highest
ranked concern is
changes in legislation or
its application to shifting
regulatory requirements.
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We need to shift
from traditional and
reactive sourcing

to a strategic and
proactive approach.

GLENN PATTERSON
CEOQ, City of Casey Council

RESOURCE

MANAGEMENT

Page 65

The Australian Local Government Association
(ALGA) reported in September 2022 that “around
nine in ten Australian councils are now experiencing
skill shortages — an increase of 30% in four years
and two thirds of councils have had local projects
impacted or delayed as a result”."®

The Local Government employment profile is
complex, with low unemployment rates creating

a skills shortage across many key roles with this
challenge further compounded for regionally located
Councils. The complexity of council service delivery
and the challenge of meeting regulatory obligations
and community expectations makes it very difficult for
councils to appropriately resource their organisations.

The age profile of Local Government is also
significantly geared towards the more senior age
brackets, creating workplace efficiency and transition
to retirement challenges. The clear distinction in

roles and responsibilities of ‘outside’ and ‘inside’
workers presents hurdles such as how to overcome a
transition for workers to a more labour intensive role.

7 August 2023 Attachment 8.5.3

Governments in general were not set up for a work
from home arrangement prior to the pandemic and
being able to sustain this and manage performance
is proving difficult.

Councils have started to develop Employee Value
Propositions (EVPs) to source, attract, recruit and
retain staff.

“Local Government needs to identify

what can be offered through benefits,
remuneration and career development”,
states Glenn Patterson, CEO of Casey City
Council. “We need to shift from traditional
and reactive sourcing to a strategic and
proactive approach”.

Mr Patterson continues that “to retain talented staff,
local government must uplift culture and implement
future focussed, new ways of working. We need a

Highest Ranking

Limited capacity to attract and retain professional staff
Rapidly rising employment market costs

Managing staff productivity and performance
Challenges of managing a remote workforce

Providing health, safety and wellbeing to all employees
OSH & PWHS Fines & Penalties

Workers’ Compensation Claims

Other

Lowest Ranking

Figure 6: Human Resources Average Ranking of underlying concerns 1 to 8

Consistent feedback in the 2022 Risk Survey showed
local government in general needs to consider how it
can compete in the low-unemployment environment
and better position local government as an industry of
choice for new graduates. This can also be said of the
challenge to attract the best leadership talent to help
overcome succession challenges for senior positions.

There is minimal differences in rankings between
meeting market costs and being able to manage
employee productivity which is supported by the
fact councils face challenges when it comes to
managing a remote workforce.

robust, employee centred approach that actively
engages employees throughout their work lifecycle”.

With minimal ability to influence operating revenues
through rate increases and being primarily reliant on
federal assistance and grants, councils are financially
constrained in being able to effectively resource

and attract the best talent to the organisation.

Further compounded by the heavy media scrutiny
around Council spending and the public access to
Executive remuneration.

© ALGA, News & Events
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WASTE
MANAGEMENT

The 2018 National Waste Report noted that “Australia
generates more waste than the average Western
economy”."" Local Government manages approximately
26% of Australia’s waste via self-management or
specialised services and kerbside, dispatched and
recycled material.

Over 9.7 million tonnes of waste is collected
and managed nationally each year costing
around $3.5 billion.

In 2020, an Action Plan was put in place for better waste
management practices. An 80% recovery rate target
across all waste streams by 2030. Further requirements
within this report include halving organic waste to landfill
and phasing out unnecessary plastics by 2025. These
targets put pressure on Councils with minimal financial
support to achieve this.

Concerns for financial capacity to meet these
requirements is reflected in the results of the 2022
Public Sector Risk Survey. Waste Management moved
up two places in the rankings from 2021. The cost and
ability to effectively manage waste was ranked as the
number one reason for this concern. This accounted
for 68% of Councils ranking this as number one.

Councils are under increasing pressure to repurpose,
build, fund and educate residents around the changing
requirements. Waste management is a high-risk
activity with significant losses sustained in the
industry, every year. The most obvious risk posed

is environmental contamination.

Clean up expenses, fines and damages, increased
costs, are all further potential outcomes. Overarching
these operational hazards is the significant reputational
risk to mitigate environmental harm whilst innovating
to create a circular economy, in a climate of increased
environmental sensitivity.

The increased focus on reducing waste to landfill
creates opportunities but also opens the door to
new risks such as:

32

+ Maintenance run-off of older facilities and monitoring
of legacy landfill which will create a burden to balance
sheets as well as regulatory changes.

* Increased costs to manage

+ Stockpiling because of insufficient, suitable
infrastructure and limited demand in the
domestic market.

Waste facilities have evolved from past models
of landfill-only operations to sophisticated waste
management solutions including refuse recovery,
recycling, and energy generation.

This change in pace around waste management
creates opportunities in the waste-2-energy space,
potentially opening the door to new revenue streams
for local government. Whilst these opportunities appear
attractive, a move into this space will change the profile
of local government waste management activities and
the implications of this are something that Councils
ought to thoroughly consider when planning for and
evaluating these opportunities.

There are a number of local government projects
underway across Australia directly engaged in W2E,
investigating W2E solutions and developing solutions
to cater for the waste generated from these plants.

7 August 2023 Attachment 8.5.3

Highest Ranking

Cost and ability to effectively manage waste

Managing community expectations on Council

Policy and procedures for managing recycling operations

Risks of harm to people or the environment
arising from waste facilities/activities

Other

Lowest Ranking

Figure 7: Waste Management Average Ranking of underlying concerns 1 to 5

! Parliament of Australia, Waste Management & Recycling, Budget Review 2020-21 Index
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INEFFECTIVE
GOVERNMENT

Governance within a local government encompasses
all the structures, systems and processes by which

it is controlled and operated, and the organisation as
whole, and its people, are held to account. Effective
governance processes and practices (including
enterprise risk management) within local governments
are critical to their success and meeting the needs of
the communities they serve.

While ineffective governance remains in 10" position,
failure to initially set up and maintain appropriate
governance structures, and then appropriately apply
and monitor them is the key feature in the continued
increase of claims in Public and Professional Liability,
Council and Officers, and Fidelity/Crime covers.

The largest issue council executives identified this
year relating to ineffective governance is the inadequacy
of financial controls. While previously ranked at the
bottom of the underlying governance sub issues,
respondents ranked this as the leading issue for
ineffective governance. The driving forces behind

this movement may be linked to the increasing
budgetary pressures in a challenging operating

Adequacy of financial controls

Challenges from managing Elected Member and/or
Employee behavior/misconduct

Challenges with managing Council Meetings, efficiently
and effectively

Compliance with Strategic Planning process

Failure to manage contractors, facilities, and events

Increased activating with managing Investigations by ICAC
or similar bodies

Other please specify

Figure 8: Ineffective Government Concern Rankings
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environment of inflationary pressures, supply
chain issues, and workplace planning difficulties.

Challenges from managing elected member and or
employee behaviour/misconduct and challenges with
managing Council meetings, efficiently and effectively
were ranked closely being the adequacy of financial
controls. The driving forces behind these sub groups
emerging as priorities for a large number of councils
likely include the integrity related legislative reform
agenda across the country.

In the procurement of contractors, facilities and events,
councils need to ensure there is planning incorporating
justification for engagement as well as the approach
taken in how they go to the market to deliver services
and events. The process must ensure sourcing is
carried out transparently and the process is managed
effectively. This can be particularly challenging in the
current environment with pressures on supply chains
and the labour market. Failing to undertake appropriate
due diligence and get these critical processes right
exposes councils to public liability claims, financial
loss, and significant reputational damage.

Rank 7

Rank 1

2%

A S|

3%

Ranked 1-3 | Ranked 4-5 | Ranked 6-7
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REPUTATION

With the ranking of risks this year, councils have
considered a number of issues around what effects
local government. Reputation has been ranked 11th
out of the 12 risks.

As the closest level of government to the community,

councils are best in touch with their community needs
and understand the best ways to ensure those needs

are met.

Councils are responsible for providing a wide range of
key services but, also have a legislative responsibility
to provide governance and leadership for their local
community through advocacy, sound decision making
and action.

Councils are accountable to their local communities
in the performance of their functions, the exercise
of powers and the use of resources. Should there be
any real or perceived failure in performance of these
duties, there could be significant consequences to

a council’s reputation.

In 2022, councils have been under increased pressure
to continue to provide essential services while
supporting their local communities through a

number of events that have occurred across 2022.

While councils have been seen in the community,
advocating for their needs, council resources have
been tested as well as stretched which in some
circumstances has led to frustration in the community
and potential impacts to a Councils reputation.

Local Government identified their biggest concern

in the reputation category is their ability to administer
council governance effectively. However, this was
closely followed by the impact of failing to comply
with or undertake legislative requirements as these
change. While related to the shifting of responsibilities,
changes of legislation and the inability to engage and
maintain the right people to manage this through.
This leads to the loss of community trust in elected
members and administrative staff.

This year, with the ability for respondents to specifically
rank their reasoning behind each risk, there has been
movement in the specific number one ranked risks.
The ability to administer council governance effectively
moved to number one with the loss of confidence in
elected members moving to number 2. It should be
noted these remained extremely close.

1]
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. Ability to administer Council governance effectively
. Loss of community trust Elected Members

. Failure to comply with/undertake legislative requirements
. Loss of community trust in Council Administration

. Investigations by external government bodies

. Other please specify
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8.6 Quarterly Performance Review - Risk Management Q4 2022/23
Responsible Branch: Governance and Organisational Planning and Development
Responsible Directorate: | Office of the CEO
Authority/Discretion: Executive/Strategic
Voting Requirement: Simple Majority
Attachments: 1. CONFIDENTIAL REDACTED - Quarterly Progress

Report Risk Management Q4 2022/23 [8.6.1 - 7 pages]

Confidential Attachment(s) in accordance with Section 5.23(2) of the Local Government Act
1995 (WA):
REASON FOR CONFIDENTIALITY

() a matter that if disclosed, could be reasonably expected to —
(i) endanger the security of the local government’s property;

SUMMARY

This report provides an update to the Audit and Risk Management Committee (ARMC) on
Corporate Risk Management activities during Quarter 4 2022/23.

COMMITTEE RECOMMENDATION TO COUNCIL

(OFFICER'S RECOMMENDATION)

That Council notes the Quarterly Performance Review — Risk Management Q4 2022/23
report as presented in Confidential Attachment 1.

Cr Filomena Piffaretti, Mayor Moved, Cr Michelle Sutherland Seconded
CARRIED UNANIMOUSLY: 4/0

Cr Filomena Piffaretti, Mayor, Cr Josh Eveson, Cr Giorgia Johnson and
Cr Michelle Sutherland.

Against: Nil.

For:

BACKGROUND

This report provides the ARMC an update on Corporate Risk Management for Quarter 4 (April to
July) 2022/23.

EXTERNAL CONSULTATION

Nil

OFFICER'S COMMENTS

Strategic Risk
The strategic risk update has been provided in a separate report.

Operational Risk

The operational risk review process has commenced and is progressing as intended. The process
is facilitated over four individual workshops, each workshop runs for approximately 1 - 1.5hrs. Each
branch identifies and assesses their service, compliance, integrity (fraud and misconduct) and
business disruption (continuity) risks.

Once the process is complete across the organisation it is intended:
e Compliance risks will be used to build and manage the City’s Compliance Register.
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e Integrity risks will be managed, monitored and audited as part of the City’s Integrity
Strategy.

e Business Disruption risks will be collated and managed through Business Continuity
Planning; and

e Service risks will align to the business planning process and will be monitored and reported
as per the Risk Management Framework as part of quarterly reporting.

Whilst compliance, integrity and business disruption risks will be managed and monitored they will
not form part of the quarterly process, rather an annual / biannual review process as per the
informing document they support.

Risk Reporting

The risk reporting process is as per the Risk Management Framework. On a quarterly basis, risks
outside of appetite and/or risks with unacceptable controls are reported to the ELT and ARMC as
required. Information of the intended action management is taking to manage the risks is provided
to ELT to support the decision-making process. Risks are then reported to the ARMC for
information and acceptance as follows.

The below provides particulars on the different scenarios that will trigger a risk being reporting to
ELT and ARMC.

1. Outside of Appetite (table 1)
Where the risk level is exceeds the Risk Appetite in any category, an appropriate treatment must

be adopted. These risks and their treatment plan are reported the ELT and ARMC, frequency as
per table 3 (monitoring and review) below.

RISK APPETITE

IMPACT CATEGORY MEDIUM
Workplace, Health and o
Safety
Financial o
Reputation and o
Stakeholders
Service Delivery ®
Environmental ®
Governance and o
Compliance

2. Risk Rating (table 2)

The authority to make the decision to accept or tolerate a risk is determined the above Risk Appetite
Criteria. Where a decision is taken to accept a risk that is above the target level, the reasons behind
that decision are to be recorded in the risk register and approved by the ARMC. Risks rated high
and extreme are reported to ELT and ARMC as frequently as per table 3 (monitoring and review)
below.

RISK APPETITE
MEDIUM HIGH

B/Manager ELT ARMC
B/Manager ELT ARMC

IMPACT CATEGORY
Health

Workplace, and
Safety

Environmental
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Governance and B/Manager | ELT ARMC
Compliance

Financial ELT ARMC

Reputation and

Stakeholders ELT ARMC

Service Delivery ELT ARMC

3. Monitoring and Review (table 3)

Risk Owners are to monitor risks in accordance with the requirements of the Risk Management
Framework. Monitoring refers to the process of reviewing risks as part of the annual business
planning and quarterly reporting process, the process includes obtaining assurance that the
controls associated with risks are effective. Considering the information above, risks are reported

to ELT and ARMC as per table 3 below.

RESIDUAL CONTROL
RISK RATING ACCEPTANCE

ACTION REQURIED

REPORTING STATUS

Controls Risk treatment plan Quarterly Risk status report
Unacceptable considered to ELT and ARMC
Controls Quarterly Risk status report
Acceptable to ELT and ARMC
Controls Risk treatment plan Quarterly Risk status report
Unacceptable considered to ELT and ARMC
Controls Bi-annual Risk status report
Acceptable to ELT
Controls Risk treatment plan Bi-annual Risk status report
Unacceptable considered to ELT
LISRICL Controls Annual Risk status report to
Acceptable ELT
Controls Annual Risk status report to
Unacceptable ELT
Controls Annual Risk status report to
Acceptable ELT

Quarter 4 Reporting
The Operational Risk Register was distributed to the July Executive Leadership Team meeting to
undertake a review of risks relevant to their portfolio for Quarter 4 2022-23 (Q4) period.

At the end of Q4 reporting, five branch risk registers (8 services) are complete, and two branches
(6 services) are pending finalisation.

33 operational risks have been identified, 27 are service risks.

Of the 27 service risks, eight (8) have been reported as they are outside of appetite, 4 (four) of
which are rated as high.

The detailed analysis of the Operational Risk Register review for Q4 is included within the Quarterly
Progress Report Risk Management Q4 (Attachment 1).

LEGISLATIVE COMPLIANCE
Not Applicable
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RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment Outcome

Strategic Direction Moderate Low

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and Safety | Low Low

Conclusion Receiving risk management quarterly reporting supports the ARMC assist the
Council to fulfil its governance and oversight responsibilities in relation to risk
management.

FINANCIAL IMPLICATIONS

Nil

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following

applies:

Theme: Leadership and Governance
Goal L2: Plan and deliver projects and services in a sustainable way.

Work together to deliver the best outcomes for the community by managing our
resources in a financially sustainable way.

CONCLUSION

This report provides the ARMC a quarterly update on the appropriateness and effectiveness of the
City’s systems and procedures in relation to risk management, internal controls and legislative
compliance through management and monitoring of risk.
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8.7 Internal Control Review - OAG Regulation of Air-handling and Water Systems
Responsible Branch: Governance and Organisational Planning and Development
Responsible Directorate: | Office of the CEO
Authority/Discretion: Executive/Strategic
Voting Requirement: Simple Majority
Attachments: 1. OAG Report 20 2022-23 Regulation of Air-handling

and Water Systems [8.7.1 - 24 pages]

SUMMARY

An internal review of the City’s controls against the Office of the Auditor General performance audit
Report 20: 2022-23 Regulation of Air-handling and Water Systems findings and recommendations
has been completed.

The City was not selected to participate in this review, however, as a principal of good practice
internal reviews are conducted to identity potential opportunities for improvement. One opportunity
forimprovement was identified by City Officers and will be monitored through the risk management
process.

COMMITTEE RECOMMENDATION TO COUNCIL
(OFFICER'S RECOMMENDATION)
That Council notes:

1.  The Office of the Auditor General (OAG) Report 20: 2022-23 Regulation of Air-handling
and Water Systems as contained in Attachment 1; and

2. The outcome of an internal review of the City’s control environment against the OAG
recommendations.

Cr Filomena Piffaretti, Mayor Moved, Cr Josh Eveson Seconded
CARRIED UNANIMOUSLY: 4/0

Cr Filomena Piffaretti, Mayor, Cr Josh Eveson, Cr Giorgia Johnson and
Cr Michelle Sutherland.

Against: Nil.

For:

BACKGROUND

The Office of the Auditor General (OAG) conducts performance and finance audits that primarily
focus on the effective management and operation of public sector programs and activities. These
are independent audits which cover the compliance and/or operational activities of the State and
Local Governments.

The attached Auditor General’s report Regulation of Air-handling and Water Systems tabled in
Parliament April 2023. The audit assessed if the Department of Health and local government
entities effectively regulate air-handling and water systems to minimise the risk of Legionella.

The City was not selected to take part in the audit, however, an internal review of the City’s control
environment against the OAG recommendations has been performed.

EXTERNAL CONSULTATION
Nil
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OFFICER'S COMMENTS

The OAG recommended local government entities develop ways to gather information on air-
handling and water systems to feed into the central register and consider a risk-based
monitoring/compliance process for systems in their areas.

The outcome of the review of the City’s controls against the OAG recommendations, as presented
in the table below, identified one process improvement.

Local government entities, in consultation with Department of Health should:

Recommendation

a. develop ways to gather
the information on air-
handling and water
systems in their areas
that will support a central
register

Controls in Place
Whilst this is not currently a
legislative requirement for local
governments, the City is in the
process of compiling a register
specifically for air-handling
systems.

The City has updated the website
to include information for the
community on their responsibilities
in relation to cooling towers and air
handling systems.

Treatment Action

No further action
required.

b. consider introducing a
risk-based
monitoring/compliance
process for air-handling
and water systems within
their jurisdiction.

The City’s public buildings are
inspected on a risk basis. With the
highest risk premises being
inspected on a more regular basis.

As a part of these routine public

building assessments, inspections
of air-handling and water systems
within our boundary are inspected.

No further action
required.

State and local government entities who own air-handling

should:

and water systems

Recommendation
a. develop risk
management plans for
the management of own
air-handling and water
systems

Controls in Place
The City has a risk management
framework which guides the risk
assessment process.

b. ensure that systems are
operated and
maintained in
accordance with
Australian/New Zealand
Standard 3666, Air-
handling and water
systems of buildings —
Microbial control.

The City has an existing register of
public buildings and cooling towers/
air handling systems are checked as
a part of routine public building
inspections.

City cooling towers/air handling
systems are managed as required
by Australian Standards (AS).

Treatment Action

Assess and risk
rate City owned
systems to guide
inspection
program. Continue
to maintain
systems as
required by
Australian
Standards.
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LEGISLATIVE COMPLIANCE
Nil
RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite | Risk Assessment
Outcome
Strategic Direction Moderate Low
Reputation Low Low
Governance Low Low
Community and Stakeholder Moderate Low
Financial Management Low Low
Environmental Responsibility Low Low
Service Delivery Low Low
Organisational Health and Safety | Low Low
Conclusion The internal review of controls against OAG performance audits process
supports the City’s risk management approach.

FINANCIAL IMPLICATIONS

Nil

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following

applies:

Theme: Leadership and Governance
Goal L2: Plan and deliver projects and services in a sustainable way.

Work together to deliver the best outcomes for the community by managing our
resources in a financially sustainable way.

CONCLUSION

The process of reviewing OAG reports against the internal control environment assists the City to
perform efficiently and effectively.
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8.8 Quarterly Performance Review - Corporate - Qtr.4 - 2022/23
Responsible Branch: Governance and Organisational Planning and Development
Responsible Directorate: | Office of the CEO
Authority/Discretion: Information Purposes
Voting Requirement: Simple Majority
Attachments: 1. Q4 Performance Review Corporate 2022/23 [8.8.1 - 18
pages]
SUMMARY

This report provides an update on the implementation of services, Corporate Business Plan
actions, Informing Strategy actions, Corporate and Strategic Measures and the CEO KPIs for
quarter 4 (April - June) 2022/23.

COMMITTEE RECOMMENDATION TO COUNCIL
(OFFICER'S RECOMMENDATION)

That Council notes the Quarterly Performance Review - Corporate Qtr. 4 (April - June)
2022/23 as contained in Attachment 1

Cr Filomena Piffaretti, Mayor Moved, Cr Michelle Sutherland Seconded
CARRIED UNANIMOUSLY: 4/0

Cr Filomena Piffaretti, Mayor, Cr Josh Eveson, Cr Giorgia Johnson and
Cr Michelle Sutherland.

Against: Nil.

For:

BACKGROUND

Section 5.56 of the Local Government Act 1995 (WA) requires all local governments to effectively
plan for the future. Regulations, Standards and Guidelines further explain this requirement and set
out the framework for local government Integrated Planning and Reporting (IPR), comprising a ten-
year Strategic Community Plan (SCP), a four-year Corporate Business Plan (CBP), supporting
resource plans and regular reporting. The intent of the framework is to ensure the priorities and
services provided by the City are aligned with community vision, needs and aspirations.

Under the Integrated Planning and Reporting Framework (IPRF), it is required that local
governments report every year on their performance to their community. The measurement and
reporting process not only demonstrates accountability to their community, but also provides an
opportunity to assess in-year implementation progress, thus supporting achievement and
continuous improvement.

This report supports the annual reporting process and continuous improvement. Quarterly reports
are provided for the following:

* Services

* Corporate Business Plan actions

* Informing Strategies actions

* Corporate and Strategic Measures

* CEO KPIs

EXTERNAL CONSULTATION
No external consultation was undertaken to prepare this report.
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OFFICER'S COMMENTS
The following information is current as at the end of June 2023 (the end of Q4).

City Services

Service reporting provides a high-level overview of how the service is progressing and assists in
identifying improvements in service delivery and contribute towards achievement of our vision.
There are currently 35 services reported against, as below:

Status of No.
Implementation

Limited Progress

35

Corporate Business Plan (CBP) Actions — Q4

The 4-Year Corporate Business Plan is the City's medium-term planning document that contains
actions which have been developed in response to the vision, goals and outcomes of the City's
Strategic Community Plan.

Monitoring and reporting against the Corporate Business Plan is undertaken through the quarterly
reporting process. There are currently 24 actions management to provide progress reporting
against.

Status of No
Implementation )

21
Limited Progress

3

. Status Q4 .
CBP Action June 2023 Comment: Year 2022/23
B1.1.2 Streetscape On-Hold No funding has been allocated to this projected.
upgrade for Noranda The City intended to develop the plan as a part of
Develop and implement a the Noranda District Centre Precinct Plan, which
streetscape upgrade plan for was not funded in the 2022/23 budget.
Noranda. Accordingly, this project is not progressing at this
time.

B2.1.3 Parking On-Hold Noranda is the only town centre without an
Management Strategies for endorsed Parking Management Plan. The City
Town Centres intended to develop the plan as a part of the
Develop remaining Parking Noranda District Centre Precinct Plan, which was
Management Strategies for not funded in the 2022/23 budget. Accordingly,
Town Centres. this project is not progressing further at this time.
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B3.1.1 Structure Plans and
built form policies for each
town centre

Prepare a Structure Plan
and built form policies for
each town centre: Maylands;
Morley; Noranda;
Bayswater.

On-Hold

Noranda is the only town centre without an
endorsed Precinct Plan. The City requested a
budget allocation to develop a Precinct Structure
Plan for the Noranda Town Centre as a part of the
2022/23 budget process, however no funds were
allocated.

The City received funding for a precinct structure

plan in the area surrounding the new Morley train
station. The City and DPLH have appointed
Hames Sharley to undertake the works and are
currently in negotiation to ensure the project is
delivered on budget.

Informing Strategies — Q4

Progress of implementation of Council adopted plans and strategies actions during the quarter is
provided by management. There are currently 24 plans and strategies and progress is reported as
follows:

Status of No.
Implementation
20
Limited Progress 3
1
Strategy Status Q4 Progress Comment: Quarter 4
Destination Marketing On-Hold Funds not allocated to implement this strategy in

Strategy 2022/23.  Accordingly, this strategy is not

progressing at this stage.

Corporate Business Plan (CBP) and Strategic Community Plan (SCP) Measures - Q4

Reporting progress towards the achievement of the objectives in the Strategic Community Plan
and the Corporate Business Plan is an integral part of the City's Integrated Planning and Reporting
Framework. The City uses the Annual Report to inform the community of its achievements and
progress. Quarterly progress reporting is collected, where possible, and used to assist in the
development of the Annual Report. A copy of the quarterly report is attached.

CEO Key Performance Indicators {KPI's) — Q4

CEO KPI's are set by Council. There are 6 CEO KPI's with 10 deliverables for the 2022/23 year.
Council will consider these at the CEO Review Committee. A copy is included in Attachment 1.

LEGISLATIVE COMPLIANCE

Local Government Act 1995
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RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment
Outcome

Strategic Direction Moderate Low

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and | Low Low

Safety

Conclusion Accepting this progress report presents low risk and reduces risk long-term by
keeping Council informed of progress against the Corporate Business Plan 2019-
23 and Strategic Community Plan 2021-2031.

FINANCIAL IMPLICATIONS

Nil.

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following
applies:

Theme: Leadership and Governance

Goal L2: Plan and deliver projects and services in a sustainable way.

Work together to deliver the best outcomes for the community by managing our
resources in a financially sustainable way.

CONCLUSION

This report provides an update on the implementation of actions against the Strategic Community
Plan (SCP), Corporate Business Plan (CBP), Service Plans and Council adopted Plans and
Strategies for quarter 4 (April — July) 2022/23.

Page 107



Audit And Risk Management Committee Minutes 7 August 2023

8.9 Annual Report on Council Approved Strategies 2022/23
Responsible Branch: Governance and Organisational Planning and Development
Responsible Directorate: | Office of the CEO
Authority/Discretion: Information Purposes
Voting Requirement: Simple Majority
Attachments: 1. Council Adopted Strategies Progress [8.9.1 - 79 pages]
SUMMARY

The City undertakes an annual review of each of its Council approved Informing Strategies and
Plans and provides a report on progress to the Audit and Risk Management Committee (ARMC).
This report provides an update on the progress of Strategy and Plan actions to the end of financial
year 2022/23, and also sets out the planned actions for 2023/24.

OFFICER'S RECOMMENDATION

That Council notes the annual progress report on actions in Council approved informing strategies
and plans and the strategy and plan actions that will be implemented in 2023/24 as contained
in Attachment 1.

At 6:26pm Cr Filomena Piffaretti, Mayor withdrew from the meeting and did nof return.

MOTION

That the officer recommendation be adopted subject to a second limb being added as
follows;

2. Requests that the Chief Executive Officer presents this report back to the next Audit
and Risk Management Committee meeting in November 2023.

Cr Giorgia Johnson Moved, Cr Josh Eveson Seconded

COMMITTEE RECOMMENDATION TO COUNCIL
That Council:

1. Notes the annual progress report on actions in Council approved informing strategies
and plans and the strategy and plan actions that will be implemented in 2023/24 as
contained in Attachment 1.

2. Requests that the Chief Executive Officer presents this report back to the next Audit
and Risk Management Committee meeting in November 2023.

Cr Giorgia Johnson Moved, Cr Josh Eveson Seconded
CARRIED UNANIMOUSLY: 3/0

For: Cr Josh Eveson, Cr Giorgia Johnson and Cr Michelle Sutherland.
Against: Nil.

REASON FOR CHANGE

The Committee considered that the next Audit and Risk Management Committee,
established after the Ordinary Elections in October 2023, should be aware of the status of
Informing Strategies and Plans.
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BACKGROUND

An Informing Strategy or Plan is defined as a strategy or plan that has been endorsed by Council.
The City’s strategies and plans are developed with significant user and/or community input and set
out goals, objectives and actions in specific fields of work.

In previous years the City undertook an annual review of each of its Council approved informing
strategies and plans and provided a report on progress to the Audit and Risk Management
Committee (ARMC). These reviews were spread out over the calendar year, with approximately 2-
4 reported each quarter.

At the December 2022 meeting of the ARMC, feedback was received from the Committee
regarding the practicality of the annual reporting on strategies and plans and a request was made
to refine and re-focus future reporting.

EXTERNAL CONSULTATION

No external consultation was undertaken to prepare this report.

OFFICER'S COMMENTS

A review of the reporting process against Council endorsed Strategies and Plans has been
conducted.

Council’'s endorsed strategies and plans form part of the Integrated Planning Framework and, as
such, are clearly identified in the City’s Corporate Business Plan. They provide a guide for the
approach and clarify key actions for fields of work.

Council endorsed strategies and plans set priorities for specific areas of work and guide branches
as they plan their services, projects and activities each financial year. However, the allocation of
resources to these areas each year needs to be considered in the context of the City’s broader
priorities. This consideration occurs through the City’s strategic and annual business planning
processes.

As part of the review of the Council endorsed Strategies and Plans reporting process, managers
have provided status updates against all the planned actions within each Strategy and Plan. This
is discussed further below.

To establish the reporting process current and future years, Managers have identified the specific
actions that have been resourced and will be progressed during 2023/24. These have been
highlighted in yellow in the Council Adopted Strategies Progress Report (Attachment 1). Many
actions within the plans and strategies refer to activities that are considered business as usual.

It is intended that as part of the quarterly reporting process only planned and resourced actions for
the current financial year will be reported against. This reporting will be a summary progress update
and will be provided to Council via the ARMC.

Annual reporting on the broader strategy and plan will be provided at the end of each financial year
to support the decision-making process as part of the annual business planning process.

Annual Progress Report - Council Endorsed Strategies and Plans
As well as reviewing the reporting process, management have undertaken significant work to
establish the current progress of implementation of each strategy and plan.

The Council Adopted Strategies Progress Reports (Attachment 1) presents the annual status
update by action in each strategy and plan.

The reports set out the actions, timeframes, status, broad resourcing and provide comments as
appropriate. The reports have, to the extent possible, tried to match the structure and use the
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numbering of each strategy or plan, to provide a clear line of sight between the progress reports
and the specific strategy or plan.

A table is provided below to provide a consolidated oversight of all Council approved Strategies
and Plans, together with a summary of the status of actions. The table also identifies the
percentage of total actions that are complete or on track.

Lead Council Total o §
Service Area o Adopted Actions [ s a8 £
< Strategy or Plan 5 s - €
b= 4 S 9 o
a £ - Bl
& o £ ©° 2
(12 (&) O | =z | o
COMMUNITY
01 |Community 1 |Access and Inclusion 87% 54 16 | 31| 4 1 2
Development Plan 2020-2024
2 |Reconciliation Action 80% 65 3 |49 |13
Plan 2021-2023
3 [The Platform Youth 100% 14 4 110
Action Plan
2019-2023
4 |Local Homelessness 60% 38 2 121 9 2 4
Strategy 2021-2025
5 |Cultural Plan 100% 26 1125
2019-2024
02 |Community 6 |Age Friendly Strategy 100% 40 5 | 35
Care and 2021-2025
Aged Services
7 |Play Space Strategy 26% 109 17 |11 ] 2 79
06 |Recreation 2019-29
Development
8 |Community Recreation 49% 41 1119 21
Plan 2022-2032
09 |Community 9 |CCTV Strategy 94% 18 8 9 1
Safety 2018-2028
10 |[Environmental| 10 |Public Health and 99% 69 38 | 30 1
Health Wellbeing Plan
2019-2024
ENVIRONMENT AND LIVEABILITY
16 |Strategic 11 |Morley Activity Centre 74% 35 17 | 9 3 2 | 4
Land-Use Plan
Planning
12 |Waterwise Bayswater 62% 42 26 | 16
18 |[Environmental Strategy 2020-2030
Sustainability = Biodiversity 61% 36 5 (17| 7 7
Strategy (2008)
14 |Environmental 25% 68 1 16 (20| 1 |29 | 1
Liveability Framework
2021-2045
15 |Urban Forest Strategy 55% 29 2 114 | 6 | 4 3
2021
16 |Emission Reduction 78% 41 2 |30 8 1
and Renewable Energy
Plan 2021-2040
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Total
Actions

Lead Council
Service Area Adopted
Strategy or Plan

Not Yet Due
Dis-continued

X
o
©
S

=

=

o

Report No.

Nl Complete

—_
~

Foreshore Area 10 50% 16
Year Priority Plan

21 |Economic 18 |Interim Economic 47% 60 3 12519 9 4
Development Development Plan

19 |Destination Marketing 59% 70 28 | 13 |28 | 1
22 |Place Strategy 2021-2025

Management = T Gwn Centre Activation|  74% 23 1]16] 3| 3
Plans (Place Activation
Plans "PAPS")

* Noranda

* Maylands

* Morley

» Bayswater

21 |Car Parking 35% 20 7 112 1
Management Plans for
Morley Activity Centre
22 [Town Centre Parking 61% 44 12115 | 5 9 | 3
Management Plans for
Maylands

The strategies and plans detailed below were previously identified for annual reporting or are
identified in the Corporate Business Plan 2023/24 — 2026/27. Some of these are currently under
review or in development and not yet completed and some could be considered more focused
Service Programs, rather than broader City Strategies, thus have not been included in the reports.
These are:

e Advocacy Strategy and Land Acquisition and Disposal Strategy

Both the Advocacy Strategy and the Land Acquisition and Disposal Strategy are currently being
renewed. Actions in these areas are still progressing and are actively tracked and reported
through, for example, the live “Current Advocacy Projects” status spreadsheet monitored by ELT
and OLT and through regular reports to Council, including through the CEO KPI report.

¢ Community Safety and Crime Prevention Plan and Local Bike Plan

These Plans are currently being developed. The City of Bayswater Local Bike Plan was endorsed,
with support for the development of an implementation plan at the Council meeting on 23 May
2023.

¢ Low-Cost Urban Road Safety Program (LCURS) and Safe Route to Schools Program
Both programs have been adopted by Council and although these are significant City programs,
they are service programs rather than broader City Strategies. Program actions are and will be
prioritised through capital works programming and the annual business planning and budgeting
process. Regular reports are provided to Council on program progress and through quarterly
services reports to ARC and Council.

It should be noted that the LCURS Program is administered through the State and has superseded
the Citywide Local Area Traffic Management Study and subsequent Implementation Plan that was
adopted by Council in 2019. The LCURS Program will produce similar outcomes to the City’s
previous Plan albeit at a significantly accelerated timeframe.

¢ Community Engagement Strategy
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This is not a Strategy with actions, but rather a guiding document to support quality community
engagement practice at the City and is more in keeping with the ‘Community Engagement Charter’
that is proposed as part of Local Government Reform, for inclusion in the Act.

Once these Strategies and Plans have been developed and adopted by Council, actions will be
prioritised through the annual business planning and budgeting process and implementation will
be reported through quarterly and annual strategy reporting to Council.

LEGISLATIVE COMPLIANCE

Local Government Act 1995

RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment
Outcome

Strategic Direction Moderate Low

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and | Low Low

Safety

Conclusion Accepting this progress report presents low risk and reduces risk long-term by
keeping Council informed of progress of the Council adopted Strategies and
Plans.

FINANCIAL IMPLICATIONS

Nil.

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following
applies:

Theme: Leadership and Governance

Goal L2: Plan and deliver projects and services in a sustainable way.

Work together to deliver the best outcomes for the community by managing our
resources in a financially sustainable way.

CONCLUSION

This report provides an update on the progress of Strategy and Plan actions, to the end of financial
year 2022/23, and sets out the planned actions for 2023/24. These reports will be a key input into
business planning in 2024/25.
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8.10 Update on Local Government Reform
Responsible Branch: Governance and Organisational Strategy
Responsible Directorate: | Office of the CEO
Authority/Discretion: Information Purposes
Voting Requirement: Simple Majority
Attachments: Nil
Refer: ltem 10.6.1.9: OCM 23.05/2023

Item 10.6.2.1: OCM 31.01.2023
Item 10.1: SCM 11.10.2022
Item 11.4: OCM 20.09.2022
Item 10.2.9: OCM 22.02.2022
Item 10.2.1: OCM 7.12.2021

SUMMARY

This report provides an update on the reforms to the Local Government Act 1995 and the
implications for the City of Bayswater

COMMITTEE RECOMMENDATION TO COUNCIL

(OFFICER'S RECOMMENDATION)

That Council receives this update on the reform of the Local Government Act 1995.

Cr Josh Eveson Moved, Cr Giorgia Johnson Seconded
CARRIED UNANIMOUSLY: 3/0

For: Cr Josh Eveson, Cr Giorgia Johnson and Cr Michelle Sutherland.
Against: Nil.

BACKGROUND

In 2017, the McGowan Government announced it would be conducting the most significant and
comprehensive reform of the Local Government Act 1995 in two decades.

The review was conducted in two stages, with stage one including priority reforms and stage two
comprising wide-ranging reforms. The maijority of the stage one reforms have already been
implemented.

In November 2021, the stage two reforms were released for public consultation. The submission
period closed 25 February 2022, and more than 200 submissions were received.

The City also made a submission, which was endorsed by Council at its meeting of 22 February
2022.

The result was Local Government Amendment Act 2023 (Amendment Act) which received Royal
Assent on 18 May 2023.

The Amendment Act included the “tranche one reforms” being introduced as part of the State
government’s local government reform program. These reforms were predominantly election
related but do include some non-electoral reforms. Some of these changes come into effect
immediately, and some will be introduced through regulations throughout the year.

Tranche 1 Electoral reforms include:

o Optional preferential voting
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o Public election of the Mayor

o Removal of wards for smaller local governments

o Aligning the size of Councils (City of Bayswater will reduce to 9 Elected Members by 2025)
o Reforms to the owner/occupier role (to prevent sham leases)

o State-wide caretaker periods

These reforms will be introduced through electoral regulations, with some being introduced for the
2023 Local Government Elections and some for the 2025 Local Government Elections.

The below graphics from the website of the Department of Local Government, Sport and Cultural
Industries give a clear indication of when the electoral reforms will take place:

Page 211



Audit And Risk Management Committee Minutes 7 August 2023

Tranche 1 Non-electoral reforms include:

The following reforms are already in effect:

Increase in the number of electors required to call a special electors’ meeting (from 100 to
300 electors required).

Compliance exemptions in an emergency, which allow the Minister to grant exemptions to
apply to the Minister to not comply with certain provisions of the Local Government Act 1995
in an emergency.

Parental leave for Councillors. A council member is entitled to 6 months of parental leave
beginning on the day on which the council member, or their spouse or de facto partner, gives
birth, adopts or becomes a guardian or foster parent. The Act does not allow for the period
of parental leave to be deferred to a later date.

Restrictions on meeting participation due to gifts. Councils will be unable to allow a Council
member to be present during discussions on matters in which they have disclosed an
electoral gift, or gift that exceed $1000 in value.

To be brought into effect through amendments to the regulations:

Remuneration for independent members. It should be noted that this is already prescribed
by the latest amendment to the regulations, however will come into effect later in 2024,
following the relevant determination from the Salaries and Allowances Tribunal (SAT).

Online registers. To ensure good record keeping and public visibility of these decisions it
is proposed local governments keep public registers on matters such as leases, grants,
sponsorship and goods and services contracts.

Livestreaming and recording meetings. Band 1 and 2 local governments will need to live
stream meetings of council. The City already livestreams and records its Council
Meetings.
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Publishing of CEO KPIs and CEO Performance Review results. The State Government is
proposing to introduce requirements to publish:

o the CEQ’s performance criteria
o the report on the CEQO’s performance against that criteria
o the CEQ’s response to that report on their performance.

Approval can be obtained to restrict certain matters from publication that may be sensitive.

Communication agreement between Council and administration. A communications
agreement in the State Government is the agreement between a Minister and the agency
assisting them with their responsibilities. This agreement sets out how the Minister and
agency will communicate with each other, how requests for information can be made and

who in the agency a Minister and their staff may contact.

Community engagement charter. Local governments will be required to establish a charter
which sets out how it will engage with ratepayers and the community about the local
government’s proposed policies, initiatives, and projects. A model charter will be published
to assist local governments who wish to adopt a standard charter.

Standardised Council meeting procedures. It is proposed that a uniform set of regulations
will be made to ensure that local governments meetings all operate in a comparable way.

One Council Plan. A council plan would replace some of the existing key plans of your local
government. Instead, a council plan adopted by the council will set the high level priorities of
the local government for the future.

EXTERNAL CONSULTATION
No consultation has yet occurred with the public or other agencies on this matter.

OFFICER'S COMMENTS

A number of reforms have recently come into effect when The Local Government Regulations
Amendment Regulations (No.2) 2023 (the Regulations) were gazetted on 30 June 2023. The
majority of the regulations came into effect on 1 July 2023.

The changes prescribed by the regulations and their implications for the City of Bayswater are
explored in the table below:

Change

Comment/Status for the City of Bayswater

Changes to wards and representation

The Regulations prescribe local governments into
classes 1,2,3, and 4, which align with the four
bands that local governments are placed in by the
most recent Salaries and Allowances Tribunal
determination.

Introducing classes for local governments means
that class 1 and 2 local governments will have
popularly elected mayors and presidents. Class 3
and 4 local governments cannot be divided into
wards.

Classes for local governments will also be used for
future regulation amendments, such as prescribing
livestreaming and audio recording requirements
for council meetings.

Under the Regulations the City of Bayswater is
considered to be a Class 1 local government which
means that it can be divided into wards and will
have a popularly elected Mayor.

The Council has already proactively implemented
this proposed reform, and at the Special Council
Meeting of 11 October 2022 resolved that public
election of the office of the Mayor should take
place at the 2023 Ordinary Council Elections.

The City also conducted a Ward and
Representation Review and on 15 May 2023
received a letter from the Local Government
Advisory Board advising that the Minister for Local
Government approved their recommendation and,
would be implemented for the 2023 Local
Government Elections.
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Change

Comment/Status for the City of Bayswater

For 2023, there will be a minor change to the ward
boundary between the North and Central Wards
and the reduction of one Ward Councillor position.

In 2025 there will be a more significant boundary
change between West and South wards and the
reduction of one ward Councillor position in the
North Ward and one in the West Ward.

Changes for the 2023 Elections

Section 80 of the Local Government Amendment
Act 2023 replaces first past the post voting with
optional preferential voting as the voting method
for all local government elections in Western
Australia.

The Regulations introduce a number of
amendments to reflect this change to an optional
preferential voting system and other election
reforms:

e procedures for local government chief
executive officers to provide notice to
candidates who are eligible to backfill a vacant
office

amendments to the notice of declaration of
election results to capture candidates who may
be eligible to backfill

extending the election time period by 7 days to
account for receipt of postal votes

increasing the length of candidate profiles
updates to candidate gift disclosures to
account for the new backfilling provisions

new requirements for the destruction and
deletion of copies of electoral rolls for
unsuccessful candidates or council members
who are no longer in office

changes to elected forms to account for
optional preferential voting

an updated Local Government Candidate
Induction course.

The extension of the election period by 7 days has
meant that the City’s Caretaker Election Period
(Caretaker Period) as per its Election Caretaker
Period Policy will start one week earlier than
anticipated (4pm, 7 September 2023) for the 2023
Local Government Elections. To accommodate for
this change, Council cancelled its Ordinary Council
Meeting that was scheduled for 12 September
2023 as it would have fallen within the Caretaker
Period.

The City has also been advised by the Western
Australian Electoral Commission that the count for
the 2023 Local Government Elections will likely
take longer than for past elections. With this in
mind, the Council has moved its swearing in
ceremony from the Monday following Election Day
to the Wednesday to account for possible delays.

The City will work closely with its returning officer
and use the WAEC’s software to assist with the
count for the 2023 Local Government Elections to
ensure it is meeting the new requirements.

It should be noted that optional preferential voting
will also be applicable to the elections for the
Deputy Mayor and Committee Chairpeople.

Caretaker period for the 2025 elections

The Local Government Amendment Act 2023
included provisions for a statewide caretaker
period for local government elections and
restrictions on what local governments may do
during that period.

These Regulations amend the Local Government
(Functions and General) Regulations 1996 to
define a 'significant act' to set out what the
restrictions are during the caretaker period.

Part 5 (Caretaker Restrictions) will commence on
1 July 2024 so that the statewide caretaker period
will be in effect for the subsequent 2025 local
government elections.

The City already has a Caretaker Election Period
Policy which has been in place since 31 May 2016.
The Policy will need to be reviewed to ensure
compliance with the Statewide Caretaker
Restrictions.
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Change Comment/Status for the City of Bayswater
Remuneration  for independent committee | The City is aware of this impending change to
members payments for independent committee members

and will implement the change once Regulation 7

The Regulations include new provisions that relate comes into effect.

to the allowances and reimbursement of costs
associated with council committee meeting
attendance for independent committee members.

These amendments follow the changes in the
Local Government Amendment Act 2023 to
provide for the payment for allowances and fees to
independent committee members.

The levels of these payments are to be determined
by the Salaries and Allowances Tribunal.

Regulation 7 (Payments to Independent
Committee Members) will take effect later in 2024,
following the relevant determination from Salaries
and Allowances Tribunal.

A second tranche of reforms is due to be introduced through a further Amendment Bill in early
2024, which will focus on the establishment of the new Local Government Inspector and the
introduction of and local government monitors for early intervention.

LEGISLATIVE COMPLIANCE

Local Government Act 1995
Local Government Amendment Act 2023
Local Government Regulations Amendment Regulations (No.2) 2023

RISK ASSESSMENT

In accordance with the City’s Risk Management Framework, the officer's recommendation has
been assessed against the City’s adopted risk tolerance. Comments are provided against each of
the risk categories.

Risk Category Adopted Risk Appetite Risk Assessment Outcome

Strategic Direction Moderate Low

Reputation Low Low

Governance Low Low

Community and Stakeholder Moderate Low

Financial Management Low Low

Environmental Responsibility Low Low

Service Delivery Low Low

Organisational Health and Safety | Low Low

Conclusion Staying informed about the proposed reforms to the Local Government Act 1995
will ensure Council is aware of any implications for the City early and can mitigate
any associated risks accordingly.

FINANCIAL IMPLICATIONS
Nil.

STRATEGIC IMPLICATIONS

In accordance with the City of Bayswater Strategic Community Plan 2021-2031, the following
applies:
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Theme: Leadership and Governance

Goal L4: Communicate in a clear and transparent way.
Provide the community with useful information about Council's policies, services
and events and advise the community of engagement outcomes.

CONCLUSION

This report provides an update on the reforms to the Local Government Act 1995 and the
implications for the City of Bayswater, which has already proactively begun implementation of

some of the reform proposals.
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9 PREVIOUS MATTERS DEALT WITH NOT ON THE AGENDA

Reconciliation arising from past meetings: Nil.

10 GENERAL BUSINESS

10.1 Occupational Health and Safety
Nil.

11 BRIEFING NOTES
Nil.

12 CONFIDENTIAL ITEMS
Nil.

13 NEXT MEETING

The next meeting of the Audit and Risk Management Committee will take place in the Committee
Room, 61 Broun Avenue, Morley, on 6 November 2023 at 5:00pm.

14 CLOSURE

There being no further business to discuss, the Chairperson, Cr Giorgia Johnson, declared the
meeting closed at 6:34pm.
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